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1 About FileWay

FileWay is on-premises secure remote file access software that provides your organization’s web-enabled
users with access to their documents, no matter their location or the device they are using. Your users can
remotely access important files, and folders, whether they’re at home, on the road, or on-site with a
customer.

1.1 What can users do with FileWay?

Users accessing their documents with FileWay can perform all the standard functions; create new folders,
rename files and folders, delete files and folders, and copy and move files and folders. They can upload and
download documents from and to the device they are using (mobile or desktop).

Users can view the content of documents online using FileWay’s rendering engine. Through secure time-
expiry links, users can send and receive documents and share folders with others for collaboration.

Users can edit documents online from remote locations as if they are on their desktop computer.

1.2 Is FileWay functionality customizable?

Yes, FileWay functionality is customizable. Your network administrator, using FileWay Manager, can choose
which user or groups of users, from your Active Directory, can access FileWay. The administrator can specify
which internal resources users can access from FileWay and what they can do with these resources. FileWay
functionality (listed above) can be customized on a user-by-user or group-by-group basis as you see fit. The
administrator can specify how users access FileWay whether from a browser or mobile device, or by mapping
it to users’ desktop computers.

1.3 How to access FileWay?

The network administrator can configure FileWay to be accessed in a number of ways and provide different
access methods to different users.

FileWay can be accessed from any browser or mobile device. Authorized users can map FileWay resources to
their desktop computers and access their remote files from their operating system.

A network administrator can integrate FileWay with Outlook for Web Access (OWA) and provide users with a
single point of access and single sign-on to both emails and documents.

A network administrator can integrate FileWay with SharePoint for ease of access and to bring access to
private resources (such as home folders) to SharePoint without adding them to SharePoint library.

1.4 What can you, as administrator, do with FileWay?

Users working from home, occasionally or on regular basis, can map FileWay resources to their desktop
computer giving them access to work documents on corporate servers directly and securely without the use of
VPN. You can configure FileWay so that your mobile workers can access certain documents and only be able to
view their content online and be able to email those documents to customers.

Request for Proposals (RFP) can be handled easily using FileWay's AttachLink feature. RFP documents may be
emailed as secure time-expiry links and with an option for the recipient to reply with proposals. When the
deadline comes, the links expire and no one can submit new proposals. There will be a record of delivered
proposals and email confirmations.

School assignments can be emailed to students with an option to submit the work to the teacher by a certain
date and time.
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Large documents, such as videos, which are too large to send by email, can be exchanged with others through
secure time expiry links.

Secure documents that shouldn’t be emailed can be exchanged with others through secure time expiry links.
Those documents remain on your server and are not transferred to a cloud service.

Folders can be shared with others for collaboration. The folders remain on the server and are not moved to a
cloud service or unsecure location on the network. The access to the shared folders will expire at a set time.
All changes to shared documents will be archived and nothing will be deleted or overwritten.

1.5 Who needs FileWay?

e Anyone wanting to work remotely

e Workers on the move such as sales staff

e Users who need to exchange secure or large documents with others
e Users who need to collaborate with others

1.6 Who are FileWay’s customers?

e School, colleges and universities

e Municipal governments

e Government departments

e Legal and accounting firms

e Enterprise customers with remote workers

Everywhere Networks Corporation Proprietary
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2 FileWay Components

FileWay provides users with secure remote access to corporate resources over the Internet using their

browser. With FileWay, users can view, email, manage, download and upload files and folders from any
location. The following figure shows the end-users’ graphical interface to FileWay.

FileWay comprises the following components:

e FileWay FrontEnd

e FileWay BackEnd

e FileWay Manager

e FileWay Drive (optional)

e OWA integration (optional)

FileWay FrontEnd provides the FileWay user interface.
FileWay BackEnd performs the FileWay functions requested by users via the FileWay FrontEnd.

FileWay Manager is a Windows application that Administrators use to specify users’ access rights for corporate
drives and shared folders.

FileWay Drive is a WebDAV class 2 compliant server that acts as a WebDAV gateway to the internal network
and allows users to access their files and folders through WebDAV clients.

These components can be installed together on the same server or separately depending on the configuration
you choose. The figure below shows a typical FileWay installation.

DMZ MSSQL

Server

wiia 0UE
il 0003

Fileway .

Front-End Server  Firewall Fileway Back-End
Server +

FilewWay Manager

Firewall

i 0000 |

Active Directory

The optional FileWay OWA integration component adds a FileWay button to the OWA tool bar to provide
OWA users with access to FileWay from OWA.
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3 FileWay User Interface

When users access FileWay using their browser, with the URL provided by the network administrator, the

following login window appears.

Username
johndoe

Passviord

Enter your login information

Copyright 2003 - 2017 Everywhere Networks Corporation. All rights reserved.
[version: 5.0.0]

After users log on, the following window appears.

Display information

About FileWay,
lcon may be ) .
branded by Displays current Navigate file Type search
Administrator folder name hierarchy text
. l
\\
|
U Sales Reporis I Jsarch... I
%
?eled = E a a P B AE[IQV Tlarg ~ [ Allachlink s
preferences ITI—I\
Goupto Open /‘ T \
previous  selected
folder folder Perform Upload and Send, receive
actions on download and share files
files and files and with secure
folders folders time-expiry links
= e
Q1 Report.xls Q2 Report.xls 2014
2015 2016 2017

Click to search

M Logout

B2 Fileway 5.0.0
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@ Sales Team

/4

Click to Click for
view large  detailed
icons view

Large Icons View

@ 2017

Q1 Report.xls

?

Q4 Report.xls

A A A v
Click for Click for
smaller larger text
text
v Search
Action v Transfer v AttachLinkv
X X 1
Q2 Report.xls Q3 Report.xls
X
55 |

Year Tofal.xls

1

Detailed View

Name
% Q1 Report.xls
¥ Q2 Report.xls
% Q3 Report.xls
% Q4 Report.xls

% Year Total.xls

Size
203.76 KB
1 KB
402.94 KB
20.01 KB
1 KB

Action v

Type
xls
xls
xls
xls
xls

i %

Transfer v AttachLinkwv

Modification Date
3/24/2017 11:32 AM
3/24/2017 11:32 AM
3/24/2017 11:32 AM
3/24/2017 11:32 AM
3/24/2017 2:58 PM
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Smallest Text

@ 2017 v Search
O B %

Action v Transfer v AttachLinkv
= B B
Q1 Report.xls Q2 Report.xls Q3 Report.xls
X %
xLs

E
Q4 Report.xls Year Total.xls

Largest Text
W 2017 v Search
0 0 %
" E . E‘ A v Action v Transfer v | AttachLinkv
X X X
[ XLs | ETES [ xLs |
Q1 Report.xls Q2 Report.xls Q3 Report.xls
% X
[ XLs | | xts |
Q4 Report.xls Year Total.xls
3.2 Search
‘ Q1 report | Q

The Search function allows users to find files and folders using search text contained in file or folder names.

The user can type what they are looking for in the search text box and press Enter or click the magnifying glass
icon. The asterisk (*) can be used as substitute for characters.

Search results are listed with the path:

@ Sales Reports v

Q1 report Q

0 D %

(D Logout

;|| = E A A v Action v Transfer v AttachLinkv
28 Fileway 5.0.0
Name Size Type Modification Date

% Q1 Report.xls

s 203.76 KB | 24/2017 11:32 AM
.\2014\ xls 3/24/20

% Q1 Report.xls .
_\2015\ 203.76 KB xls 3/24/2017 11:32 AM

% Q1 Report.xls

o 203.76 KB | 3/24/2017 11:32 AM
.\2016\ xls /24/

¥ Q1 Report.xls ;
\2017\ 203.76 KB xls 3/24/2017 11:32 AM
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To quit searching and go back to previous location, the user can click the Up button, or click in the Search text
box and press Enter to clear the search string.

If the user double-clicks a folder name then FileWay will exit search and will open that folder. All FileWay
functions are available on any selected file in the search result list.

The Minimum Length of String to Search with and Maximum Allowed Results can be configured by the
Administrator using FileWay Manager.

3.3

T‘ i

‘ Action w

Action Menu

Transfer «»

& Start Selection -4——

=

res 0 O

& [

x

Open @4——

Rename #———
Delete ———F—

New Folder-e———

Copy 4——
Move ————
Paste -————

Email 4——

%

AttachLinks

Selection Mode
Open selected folder

Rename selected file and/or folder
Delete selected fle(s) and/or folder(s)

Create a new folder

Copy selected file(s) and/or folder(s)
Move selected fie(s) and/or folder(s)

Paste previously selected file(s) and/or folder(s)

Send selected file(s) as an email attachment

View -4—— View the content of a selected document online

Create Shortcut -——
Unlock -————r—

Create a shortcut to selected file or folder

Unlock files that were opened for editing using File\Way
Drive and were not ¢losed

3.3.1 Selecting Files and Folders

Users select/deselect files and folders in FileWay the same way they do with their desktop computers using
the mouse in combination (optionally) with the Shift and Control keys (Command key on Macs).

Selecting/deselecting files and folders on portable devices such as mobile phones only allows users to select
one file or folder at a time. However, clicking Actions > Start Selection (see figure below) lets users
select/deselect multiple files by clicking each one in turn. While this function is most useful on mobile devices,
users may also use with their desktop computers.
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@ 2017 v
[ D

A A A v ’ Action v Transfer

n =
) - & Start Selection
X b
[ XLS| gl &= Open
Q1 Report.xls Q2 Reg
) ) Rename
> & d & Delete
04 Renort.xls Year Tt

Users can select multiple files and folders without pressing the Shift or Control key. See figure below.

W 2017 v Search Q ® Logout
3 B %

B (= |a|A A v Action v Transfer v AftachLinkwv
A Fileway 5.0.0
Q1 Report.xls Q2 Report.xls Q3 Report.xls
X X ‘
Q4 Re?)z)rt.xls Year Total.xIs FileWay Drop Folder

Clicking Actions > Stop Selection resets file/folder selection to the default setting.

3.3.2 Moving and Copying Files and Folders

Moving or copying files and folders is a two-part process. First you select the file(s) and/or folder(s) and then
click Action > Move or Action > Copy. Alternatively, you can right-click the file to get the context menu and
then click Move or Copy. Then you browse to the location to which you want to move them and then click
Action > Paste. When the items are pasted, a suffix (consisting of a number within brackets), is appended to
the file/folder name(s) if files/folders already exist with the same name; for example test (1).

3.3.3 Sending Files as Email Attachments

There is a file size limit when sending files as email attachments; the limit is set by the Administrator. If the
file(s) you want to send are too big, you can email them as links instead; the recipient(s) will then be able to
download or view the file(s). Refer to Section 3.5.1.

Select file(s) and/or folder(s) that you want to send and then click Action > Email. The following email form
appears.

Everywhere Networks Corporation Proprietary
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| A Send

To:
Cec:
| Bce:

Subject:

Attachment: Q1 Report.xls

Once you have filled out the form, click Send.

3.4 Transfer Menu

0 0 %

Action v Transfer s AttachLinks

£ Upload 4— Urpload files to current File\Way folder

X Download ««—— — Download selected file(s) to your device

{1 zip and Download -— Compress selected file(s) and download to your device

Upload: Sends files up from the local device to the FileWay server.

Download: Sends files from FileWay down to the local device.

Zip and Download: Compresses files on the FileWay server and sends to the local device.

3.5 AttachLink Menu

0 D %

Action v Transfer v AttachLinkw ‘

4 Send Files «————— Email a link to selected files.

& Receive/Drop Files<4— Create a folder to which email

recipients may upload files

i Share Folder «——— Share selected folder for

collaboration with email
recipients

Everywhere Networks Corporation Proprietary
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3.5.1 Sending Files as Links in Email Messages

Users select one or more files or a folder and clicks AttachLink > Send Files. The following email form appears:

B4 Send

To:

Cc:

Bcc:

Subject: _

Attachment: Q1 Report.xls b
Allow Recipient to: VIview [¥| pownload [¥!Drop

Link Expiry: 7/18/2017 7:43 PM

Allowed Extensions: All selected

Users can choose to allow recipients to view and/or download them. Users can also allow recipients to upload
files to the Drop Folder. If the Allow Drop checkbox is selected, a Drop Folder will be created in current
directory.

If a folder is selected and the user clicks AttachLink > Send Files then the files in the root level of this folder will
be sent. Any subfolders and files within subfolders of the selected folder will be not included. The files within
the selected folder will be listed in the combo box as shown in the figure below.

‘ ™ Ssend

To:

Cc:

Bec:
Subject:

Attachment: Q1 Report.xls X

Allow Recipient to:

Q2 Report.xls
Q3 Report.xls

Q4 Report.xls
Year Total.xls

Link Expiry:

Users can set an expiry date for the Drop Folder (Link Expiry text box). The Default Expiry and Maximum Link
Expiry may be configured using FileWay Manager. Users can also specify which types of files may be uploaded
to the Drop Folder (Allowed Extensions text box).
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Once the user clicks the Send button, two emails will be sent to the recipients; one for the link (see
Section 3.5.2) and the other one for the temporary login information.
3.5.2 Accessing AttachLink

The first email a recipient will receive contains the link and related information of the attached files (see figure
below).

Steve Owen Today at 10:15 AM
To Me

Please download my pictures, and drop your pictures.

Please click on the following link to access the file(s) and the drop area to upload your file(s):
DSC03997.JPG

D5C03998.UPG

D5C03999.JPG

And 3 more..,

The link will expireon Tuesday, July 08, 2014 12:00:00 AM.

A temporary login information will be sent to you in a separate email. You can also login with your FileWay
account if you have one and you are authorized to access this link.

Reference #: REF_ 000183

FileWay ™, © 2003 - 2014 Everywhere Metworks. All Rights Reserve.

Reply, Reply All or Forward | More

In the email body, three file names appear (see figure above). The Administrator can configure the number of
file names that appear.

The second email (see below), which is sent from an admin account, contains a temporary username and
password to access attached files through AttachLink.

FileWay Admin Today at 2:17 PM
To Me

Steve Owen has sent you a link to file(s) or drop folder. Please click the link in the original email and use the
following login information:

User ID: tim_johnson@company.com
Password: Qluxiih

Reference #: REF_000189

Reply, Reply All or Forward | More

The user clicks the link in first email and a login window appears (see figure below).

Everywhere Networks Corporation Proprietary
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Enter your login information

Username
tim.johnson@company

Passvord

=

Copyright 2003 - 2017 Everywhere Networks Corporation. All rights reserved.
[version: 5.0.0]

The user types the temporary login ID and password from the second email or using their FileWay user
account if they have one.

A Captcha appears if the login fails three times (see figure below).

Please login to access:

Username
tim.johnson@company
Password
. ~— 7 LTI YTYYY YY)
o7 /
- ™ o5 3™ %
Dt o B
3 T 3 3 ¥ T
I fllewag Click to regenrate

¢

N
'V Invalid Login!

Copyright 2003 - 2017 Everywhere Networks Corporation. All rights reserved.
[version: 5.0.0]

\ /

The Administrator can configure the number of login attempts.

The following AttachLink page appears once the user is logged in.

Everywhere Networks Corporation Proprietary

18



FileWay Administrator's Guide

Al
John ] Wilson has shared the following file(s) with you. You can use the drop area below to upload file(s) back
to this user and others who may be sharing the same file(s).
Access to the shared file(s) will expire on Saturday, September 02, 2017 7:38:00 PM.
.1‘:"'"- '?‘—"-H .
i Q1 Reportzls
| View Download
i Test.doex
| View Download
Share files
A i o e Uk QuEs 3 Clik e S Dumon
Fliz Name Status Skza
Drag fik=s here.
@ AvaFres e Okn
Allowed Maximum File Size: 10 MB.
Allowed Extension(s): csv, doc, docx, gif, jpeg. jpg. pdf. png. ppt. ppbe, rtf, 6if, 6iff, b, xds, xdsx
Cepyright 100X - 1017 Suerypwhere Metwerks Corporaton. All rights rescrued.
| == i

For each attachment, the user can click either the View or Download button.

If Allow Drop was selected when the original sender created this email, the Drop files section will appear in
the AttachLink Landing Page. Recipients can select files by dragging and dropping them to the Drop Folder or
by clicking the Add Files button. The selected files will be uploaded by clicking the Start Upload button.
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esting

Q1 Report.xls

View Download

File Name
Test.docx

test picture.jpg

© Add Files © Start Uplead

Allowed Maximum File Size: 10 MB.

’ Share files
L Add files to the upload gueue and click the start button.

John ) Wilson has shared the following file(s) with you. You can use the drop area below to
upload file(s) back to this user and others who may be sharing the same file(s).
Access to the shared file(s) will expire on Saturday, September 02, 2017 7:38:00 PM.

Drag files here,

Allowed Extension{s): csv, doc, doox, gif. jpeg. jpg. pdf. png. ppt. ppbe, rif, tif, tiff, b, xls, xlsx

Capyright 2003 - 2017 Everywhars Natwarks Carporstian. ANl rights rasanved.

[versian: 5.0.0]

m

Status Size
1zkh @
2kh @

0% 15kb

Once the files are uploaded, a Receipt Notification Email will be sent to Original Sender and/or Recipients.

FileWay Admin
To Me

Reference # REF_000189

The file(s) are saved in .\FileWay Drop
Folder\REF_000189meng_fu_yahoo_com201407070250P M.

Reply, Reply All or Forward | More

This email to confirm receipt of the file(s): DSCO4008.JPG from tim.johnson@company.com

The file(s) were delivered on Maonday, July 07, 2014 2:50:41 P

Today at 2:54 PM

To configure AttachLink, refer to the AttachLink Screen section in Section 14.2 Specifying Global Settings for

FileWay.
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3.5.3 Creating a Folder to which Email Recipients May Upload Files
Users can email a link to others to send them documents.
Once users choose Receive/Drop Files from the AttachLink menu, a Drop Folder will be created in the current

location or Home Folder if the administrator configured that option and an email form appears.

|| B4 send

|
To:

Cc:
| Boc:
Subject:
| Drop Attachment: (&) \\WIN-4K41C7HLDEL | Sales Folder|Sales Reports) 2017\ FileWsy Drop Folder)
I Link Expiry: 9/2/2017 7:12 PM

Allowed Extensicns: Al selected

Users can set an expiry date for the Drop Folder (Link Expiry text box). Users can also specify which types of
files may be uploaded to the Drop Folder (Allowed Extensions text box).

Once the user clicks the Send button, two emails will be sent to the recipients; one containing the link (see
Section 3.5.2 ) and the other one for the temporary login information.
3.5.4 Sharing a Folder to which Email Recipients May Upload Files

Users can select a folder to share with others for collaboration. All files on the root level of the selected folder
will be shared. Users sharing the selected folder can modify any of the files and upload new files.

Once users choose Share Folder from the AttachLink menu in the Toolbar, an email form appears.

| P send

To:

Cec:

Boc:
[ Su bject:
| Attachment: Q1 Reportxs bl
| Link Espiry: 922017 7:17 PM [7] Link does not expire

Allowed Extensions: All selected

Everywhere Networks Corporation Proprietary
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Users can set an expiry date for the Share Folder (Link Expiry text box). Users can also specify which types of
files may be uploaded to the Drop Folder (Allowed Extensions text box). If the ruleset option “AttachLink Set
Expiry Date” is enabled then the option to “Link does not expire” will be displayed.

Once the user clicks the Send button, two emails will be sent to the recipients; one containing the link (see
Section 3.5.2) and the other one for the temporary login information.

The shared folder shows up with special icon as shown in the figure below.

Users can right-click the shared folder and Unshare it.

= Start Selecti
w 2:m7 & Open Search...

Rename
£% Delete

- 3 MNew Folder
€4 Copy
- ™ Move
s = Paste

2017 Business Plan *v Create Shortcut
[§ Zip and Download

& Unshare Folder

Shared Folders can be shared again with different recipients.
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4 Requirements

This chapter describes the minimum system requirements for installing FileWay.

4.1 Hardware Requirements

Each Intel-based server must be configured with the following:

Minimum Intel Itanium 2 Processor
Minimum of 4 GB RAM

Minimum 20 GB Hard Disk

Single Ethernet Adapter

4.2 Software Requirements

4.2.1 FileWay FrontEnd Requirements

FileWay FrontEnd should be installed on a server within the Domain if using Basic
Authentication. If using Form-Based Authentication it is not necessary.

Microsoft Windows 2012, 2016 or 2019 Server, Standard, Small Business, or Enterprise Edition,
32 bit or 64 bit, any service pack. Microsoft Internet Information Server (IIS) 8 or later.

Note: Support continues to be provided for existing installations on Windows 2008 and 2008 R2.

All new installations will require Windows 2012 or higher.
OPTIONAL: If installing the FileWay for OWA Integration component, Microsoft Exchange 2013
or 2016, is required.

Microsoft .NET Framework version 4.0 or higher. You should check ISAPI and CGI Restrictions
for .NET 4.0 with IIS Manager, and change them to Allowed (see figure below).

!E Internet Information Services (IIS) Manager
@ o | S » TEsTEXCHZK10 >

File View Help

T @) ISAPI and CGI Restrictions

5 93 Start Page ; : .
B 35 TESTEXCH2K10 (TEST2K10\admi Use this feature to specify the ISAPI and CGI extensions that can run on the Web server

.:’ Application Pools Group by: No Grouping =
@/ Sites T ==
Description_~ | Restriction | path
Active Server Pages Allowed C:\Windows\system32\inetsrv\a
ASP.NET v2.0.50727 Allowed C:\Windows\Microsoft.NET \Fran
ASP.NET v2.0.50727 Allowed C:\Windows\Microsoft.NET\Fran
ASP.NET v4.0.30319 Not Allowed dad
ASP.NET v4.0.30319 Not Allowed Add::: an
Microsoft Exchange Client ... Allowed | Allow |:h
Microsoft Exchange Client ... Allowed
Edit...
XK Remove
Edit Feature Settings...
@ Help
Online Help

For Windows 2012 (lIS 8) be sure to add the required IIS Role Services as specified in the
Windows 2012, 2016 and 2019 Requirements in Section 4.4.

Everywhere Networks Corporation Proprietary
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4.2.2

4.2.3

4.2.4

FileWay BackEnd and FileWay Manager Requirements

FileWay BackEnd and FileWay Manager need to be installed on only one server in the Domain.
This can be the same server as where FileWay FrontEnd is installed, or a separate server.
Microsoft Windows 2012, 2016 or 2019 Server, Standard, Small Business, or Enterprise Edition,
32 bit or 64 bit, any service pack.

Note: Support continues to be provided for existing installations on Windows 2008 and 2008 R2.
All new installations will require Windows 2012 or higher.

Any of the following SQL Server versions: SQL Server 2012 and 2014, Express Standard and
Enterprise. If you do not have an existing database server, FileWay installer will install SQL
Server 2017 Express Edition during the FileWay BackEnd installation. This version of SQL Server
requires Windows 2012 or higher.

For Windows 2012 (IS 8), Windows 2016 (lIS 10) or Windows 2019 (IS 10) be sure to add the
required IIS Role Services as specified in the Windows 2012, 2016 and 2019 Requirements
Section 4.4.

Microsoft .NET Framework version 4.0 or higher.

FileWay Drive Requirements
Microsoft Windows 2012, 2016 or 2019 Server, Standard, Small Business, or Enterprise Edition,
32 bit or 64 bit, any service pack

Note: Support continues to be provided for existing installations on Windows 2008 and 2008 R2.
All new installations will require Windows 2012 or higher.

Microsoft .NET Framework version 4.0 or higher
FileWay Drive should be installed on a server within the Domain
IIS Basic Authentication Server Security Role

Supported Browsers for FileWay

FileWay supports the following browsers:

4.2.5

Internet Explorer 9.0 and up (Windows)

Google Chrome (Windows and Macintosh)

Firefox version 32 and up (Windows and Macintosh)
Safari v6.0 and up (Macintosh)

Supported WebDAV clients for FileWay Drive

Below is a list of 3" party WebDAV clients we tested with FileWay Drive; however, Drive will work with
other clients:

BitKinex (Windows)

NetDrive (Windows)

WebDrive (Windows)
CyberDuck v4.7 (Macintosh)
WebDAV Nav (iOS and Android)
My WebDAYV (iOS)

GoodReader (iOS)
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24


http://www.bitkinex.com/
http://www.netdrive.net/
http://www.webdrive.com/

FileWay Administrator's Guide

4.3 Network Requirements

FileWay components must be installed in an environment where they are able to communicate with each
other via TCP/IP and Windows File Sharing.

4.4 Windows 2012,2016 and 2019 Requirements

Requirements for Installing FileWay Components on Window 2012 (IIS 8) , Windows 2016 (1IS 10) and
Windows 2019 (lIS 10) are as follows:

e .NET Framework Version 4.0 (or higher) should be installed on the Server.
e IS 7 Server Roles Requirements for FileWay BackEnd and FileWay FrontEnd servers. These
Server Roles must be installed AND the following "role services" should be selected:
- Default Document
- Static Content
- HTTP Errors
- HTTP Redirection
- ASP.NET
- .NET Extensibility
- ASP
- ISAPI Extensions
- ISAPI Filters
- ALL the security roles (Basic, Windows, Digest, etc.)
- 1IS Management Console
- IS 6 Metabase Compatibility
- IS 6 WMI Compatibility
e InlIS at the Site Level, the Feature Delegation 'Error Pages' must be set to Read/Write.

4.5 SQL Server Requirements

Any of the following SQL Server versions are supported: SQL Server 2012 and 2014, Express, Standard and
Enterprise. If you do not have an existing database server, FileWay installer will install SQL Server 2017
Express Edition during the FileWay BackEnd installation.

Starting at version 3.8.0, FileWay supports database transactions. If you wish to enable transactions when
saving to the database you will need to set the UsingTransaction flag to true.

<add key="UsingTransaction" value="true" />
Note: If you are using SQL Server 2008 Express (which comes with the older release of FileWay) then run
FileWay_Database_Upgrade_Setup, which is part of the upgrade package, to upgrade your database to

SQL Server 2008 R2 SP3 and run patch KB4057113 to support TLS 1.2. If you do not need TLS 1.2
support, you can upgrade FileWay only by running FileWay Setup.

If you are running a version of SQL server that is older than 2008 Express then please upgrade it
manually to a newer version.

For all other SQL servers, please refer to the following link for patches and updates to support TLS 1.2
<https://support.microsoft.com/en-ca/help/3135244/tls-1-2-support-for-microsoft-sql-server>
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4.6 Creating a FileWay Worker Account

The network administrator installing FileWay will need to create a user account in Active Directory for use by
FileWay (FrontEnd and BackEnd). This account will not need access to anything on the existing network; it
only needs to be a Domain User account.

The account can be named anything, for example, FileWay Worker. This user account will be referred to as
the FileWay Worker account from here on.
4.7 General Installation Requirements

In order to install FileWay, you must log into your server as a Domain Administrator (or as a Domain User with
administrative rights) to the server where you want to install FileWay.

Everywhere Networks Corporation Proprietary

26



FileWay Administrator's Guide

5 Installing FileWay

There are two basic approaches to installing FileWay. How you choose to install the components depends on
your network environment and preferences.

e Install all components on the same server (known as installing the Single-Host solution). All
FileWay components (as per your registration key) will be installed on the current server.
e Install components on separate servers. The BackEnd Server must always be installed first.

FileWay components should be installed in the following order:

e FileWay BackEnd

e FileWay FrontEnd

e FileWay Drive

e SecureView BackEnd (legacy optional)
e OWA integration (optional)

e SharePoint integration (optional)

The FrontEnd server is the component that the user connects to through the web. Some Administrators
prefer to have this component on a server separate from the FileWay BackEnd server.

FileWay Drive must be installed in the same Domain as the FileWay BackEnd server.

The procedure for installing FileWay components on separate servers is similar to installing on a single server.
The only difference is that when you run the installer, you explicitly specify the component you want to install
on a given server. You will need to copy the installation files to each server on which you want to install a
component.

Begin the installation as follows:

1. Run the FileWay vX.X.X Setup.exe. (Note that the name of the Setup.exe changes with version
numbers — e.g. FileWay v5.2.0 Setup.exe.) The following dialog appears.

X
FileWay Registration mﬁy“
Product Registration

Pl your

Reference Name:

Registration Key:

To obtain a trial license please click on the "Get Code =" button below. This will take you
to our website where you can obtain a free evaluation code.

GetCode:l

<Back | Next> | Finish | | Cancel |

27
2. Type the registration details that you have obtained from Everywhere Networks in the Reference

Name and Registration Key text boxes.
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If you do not have a registration key and would like to evaluate FileWay, you can obtain a trial
license by clicking Get Code. When you upgrade your trial license to a full license, you will not need
to reinstall the software. You will be given a new license key along with instructions on how to
install the new key.

3. Click Next. The following dialog appears.
x
' FileWay Setup '-
| Select FileWay Component mEWAY
| Please select one of the following FileWay deployment options.
' Single-Host: FrontEnd, BackEnd and File\Way Drive

€ FileWay BackEnd

" FileWay FrontEnd

C FileWay Drive Note: This option only appears if Setup

" FileWay OWA i hange Server on the current server

—FileWay Setup Options
Setup will install FileWay BackEnd, FileWay Manager and FileWWay FrontEnd.

<Back |[ Net> |  Finsh | cancel |

4. To install all FileWay components on the same server, click the Single-Host: FrontEnd, BackEnd and
FileWay Drive button.

To install FileWay on separate servers, FileWay BackEnd must be installed before any of the other
FileWay components; click FileWay BackEnd.

5. Click Next. The following dialog appears.

x|
FileWay Setup mEWAY"
FileWay Warker Account Info

Please create a domain user account in Active Directory for FileWay Setup.

FileWay Setup needs a domain user account. Please specify the domain user account you created as
part of the pre-installation steps

Domain Name: |your domain
Username: [filewayworker

Password:

<Bock | Net> | Fish | camel |

6. Type the domain name, and the user name and password you created in Section 4.6 Creating a
FileWay Worker Account.

7. Click Next. The FileWay Database Setup dialog appears. Continue the installation procedure in
Section 5.1.
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5.1 Database Installation

This procedure applies if you are installing all FileWay Components on the same server or if you are

installing FileWay BackEnd. The FileWay Database Setup dialog should currently appear on your screen.

x
FileWay Database Setup mwﬁyﬂ
Database Setup
Install a newi of SQL Server
’7 ' Install a new instance of SAL Server Express edition on this machine Install | ‘

~u isting SQL Server datab

[ $ Step 1: Select an instance from the SQL Servers list, or type in the server name.
SGQL Servers I j

Step 2: Connect to the selected SQL Server or typed in server:
LoginiD |

Password I

Connect |

E

<Back | mear | Fnish | Concal |

FileWay requires a SQL Server Login and thus requires the SQL Server Instance that it uses to be configured
with Mixed Mode Authentication turned on. Database authentication with a Domain account will not work.
The SQL Account you use should have Create Database permissions at a minimum. In addition, the SQL Server
Instance should be configured to allow Remote Access and allow TCP/IP connections.

If your existing SQL Server Instances are not configured as described above, please consider allowing the
FileWay Installer to install an new Instance of SQL Server Express Edition for FileWay use.

A - New SQL Server Installation

1. If you do not have any existing SQL Servers, click Install a new instance of SQL Server Express
edition on this machine and then click Install.

FileWay Setup will try to detect any pre-existing instance of FILEWAY3. This can take some time.
Refer to the figure below.

x|
FileWay Database Setu ™
Dﬁtﬁgﬁse Setup P mEWﬂY

—Install a newi of SQL Server

& Install 3 new instance of SQL Server Express edition on this machine

Usea isting SQL Server datak

(ol I_% Step 1: Select an instance from the SQL Servers list. or type in the server name.
I |
FileWway Setup is looking for an instance of FILEWAY3 database on this machine.

Please Wait......

LoginiD |

Password I

Connect |

g

< Back | Next = | Finish | Cancel |
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If the installer does not find an instance of the FILEWAY3 database, the following dialog appears.

xl
SQAL Server Express Edition Setup mEWﬁY“
Install Microsoft SAL Server Express Edition

Please enter the credentials for SQL Server

Filelway Setup will now install SQL Server 2005 Express Edition on your machine

Instance Name: IFiIe"-".n'a;.-Q

Login ID: Isa

Password: ||

Confirm Password: I
Flease specify 3 sfrong 53 password:

cBack | wear | Fmish | cancel |

2. Type an'sa' password for SQL Server. The credentials will be saved in the BackEnd web.config file in
the application settings section.

<appSettings>

<add key="ConnectionString2" value="your connection string"/>

It is possible to create a new SQL Server login and use it instead if you don't want to expose the 'sa’
credentials in the web.config file.

Also, note that SQL Server’s default out-of-the-box memory limit is set to a very high value of
2147483647 MB. This maximum limit can be changed to a lesser amount to accommodate your
requirements.

3. Continue the installation procedure in Section 5.2.

Note: For Windows 2012, following dialog might appear:

(7] Program Compatibility Assistant -
This program has compatibility issues

‘ 1| Microsoft SQL Server 2005
Microsoft

You can get help online and see more information about this
program's compatibility issues.

< Get help online

< Run the program without getting help

[] Don't show this message again

If this dialog appears, click Run the program without getting help.
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B - Existing SQL Server

x
FileWay Database Setup m!wﬁyﬂ
Database Setup
Install a newi of SQL Server
’7 ' Install a new instance of SAL Server Express edition on this machine Install | ‘

—Usean existing SQL Server datzk

(o $ Step 1: Select an instance from the SQL Servers list, or type in the server name.

SGQL Servers I j

Step 2: Connect to the selected SQL Server or typed in server:
LoginiD |

Password I

E

<Back | mear | Fnish | Concal |

1. If you have an existing database instance that you would like to use, type the name of the database
instance in the SQL Servers text box. Alternatively, click Get List to search for databases on your
network. Setup will display the databases in the SQL Servers text box. If there is more than one
database, you can view them using the SQL Servers pull-down menu.

2. Then type the SQL Server credentials and click Connect; then click Next.

3. Continue the installation procedure in Section 5.2.

5.2 FileWay BackEnd Installation

If you are in the process of installing all FileWay Components on the same server, the FileWay BackEnd
installer will begin automatically and the FileWay BackEnd Services Website Info dialog should appear on your
screen (see figure below).

If you want to install FileWay BackEnd on its own server, run the installer on the relevant server. The
installation will begin with the FileWay Database Setup dialog; refer to Section 5.1 Database Installation.
Once the database setup is complete, the BackEnd installer will start automatically.

I
FileWay Setup m.EWAY“
FileWay BackEnd Services Website Info

—Select a website

Plezse Select the Website where File\Way BackEnd Services will be installed.

| Default Web Site =l

—Port and SSL
™ Will SSL be used for FileWay? ‘Website Port I

Note: if using SSI the 5SI defsult port is 443

31

<Back | News> | ginist | [ Cancel |

The FileWay BackEnd Services Website Info dialog lists the websites found in IIS.
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1.

2.

3.

Click the website under which you want to install FileWay BackEnd and click Next. The following
dialog appears.

Fileway Back End Server - Installshield Wizard

Choose Destination Location

Select folder where setup will install files.

Setup will install Filew ap Back End Server in the following folder.

Ta install to this folder, click Nest. To install to a different folder, click Browse and select
another folder.

" Destination Folder

C:\Program FileshEMCWFile\r/ aphFilew!ay BackEnd Browse... |

| riskall5 Hield

Cancel I

To install in the default location, click Next.
To install in a different location, click Browse.

Continue the installation procedure in Section 5.2.1.

5.2.1 FileWay Manager Installation

This procedure applies if you are installing all FileWay Components on the same server or if you are
installing FileWay BackEnd. The FileWay Manager InstallShield Wizard should currently appear on your
screen (see figure below).

1.

i'._% FileWay Managet - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
FileWay Manager

The InstallshieldiR) wizard will install FileWay Manager on your
computer, To continue, click Mext.

WARMNING: This program is protected by copyright law and
international treaties,

= Back Cancel

Click Next. The following dialog appears.
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ji& FileWay Manager - InstallShield Wizard x|

Destination Folder

Click Mext ta install ko this Falder, ar click Change to install ko a different Folder. "\1"'“
G Install FilewayManager to:
C:\Program Files\EMCFilebyay'|Fileway Manager, Change. .. |

InstallShield

< Back Cancel |

2. Toinstall in the default location, click Next. The installation begins and FileWay Manager is
installed.

To install in a different location, click Change.

3. Continue the installation procedure in Section 5.2.2.

5.2.2 Mail Server Setup

This procedure applies if you are installing all FileWay Components on the same server or if you are
installing FileWay BackEnd. The E-Mail for FileWay Setup dialog should currently appear on your screen
(see figure below).

FileWay Setup is configuring FileWay to allow end-users to send files as email attachments within FileWay.
Those settings will provide means for email functionality within FileWay for all the users in that particular
Ruleset. This means that you can have different Rulesets pointing to different mail server settings. For more
on information on Mail Server Settings refer to Section 14.2 Specifying Global Settings for FileWay.

x
E-Mail for FileWay Setup mEWﬁY“
Configure E-Mail for FileWay
—Select Mail Server Types
¥ None ™ sMTP ™ Exchange
—Exchange Settings —SMTP Settings
Exchange Server: I j oz i
Server Mclrass:l I

Example: mail everywhersnstwark. cam
Example: mail everywhersnetwark. cam

Exchange Version IE"CIHHQEEUE —Default mail server for RuleSets —————
I | S51L Enabled =1 Set SMTP
I”| FEA Enabled St Bxchange
“Back | Next = Firish Cancel

Complete the email server information and click Next.

If you are installing all FileWay Components on the same server, continue the installation procedure in
Section 5.3.

If you are installing FileWay BackEnd on its own server, the installation process is complete.
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5.3 FileWay FrontEnd Installation

If you are in the process of installing all FileWay Components on the same server, the FileWay FrontEnd
installer will begin automatically and the FileWay FrontEnd Services Website Info dialog should appear
on your screen (see figure below).

If you want to install FileWay FrontEnd separately, run the installer on the relevant server. The
installation will begin and the FileWay FrontEnd Services Website Info dialog should appear on your
screen (see figure below).

zl
e FLEWAY™
FileWay FrontEnd Services Website Info

—Select a website

Flease Select the \Website where FileWay FrontEnd Services will be installed.

Defautt Web Site =l

—Portand 551

™ Will 551 be used for Filelway? \Website Port I

Note: [f using 551 the 551 defsult port is 443

<Back | MNews | Firish | [ Cancel |

The FileWay FrontEnd Services Website Info dialog will list the websites found in IIS. Click the web site under
which you would like to install FileWay FrontEnd. Then installation of FileWay FrontEnd Installer will start
automatically.

If you would like to use FileWay FrontEnd with SSL to connect to the BackEnd Web Services, select the Will SSL
be used for FileWay check box (see figure above). These settings are stored in the FrontEnd web.config file
under ENC.FileWay.FileWayFrontEnd.Properties.Settings. If using SSL, FileWay Setup will replace http by
https during the setup. For more information about SSL, refer to Section 6.3 Enabling SSL.

<ENC.FileWay.FileWayFrontEnd.Properties.Settings>
<setting name="FileWay FileWayBackEnd DEWIO DEWIO" serializeAs="String">
<value>http://localhost/BackEnd/DEWIO.asmx</value>
</setting>
<setting name="FileWay FileWayBackEnd DBLayer DBLayer" serializeAs="String">
<value>http://localhost/BackEnd/DBLayer.asmnx</value>
</setting>
<setting name="FileWay FileWayBackEnd WS FWBEWS" serializeAs="String">
<value>http://localhost/BackEnd/FWBEWS.asmx</value>
</setting>
</ENC.FileWay.FileWayFrontEnd.Properties.Settings>

Click Next.
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FileWay Front End Server - Installshield Wizard

Choose Destination Location

Select folder where setup will install files.

Setup will install File'ay Front End Server in the Following Folder.

Ta install ta this folder, click Mext. Ta install to a different falder, click Browse and select
anather folder.

" Destination Folder

C:\Pragram FileshEMCWFilewsay' Browsze. .. |

| stallShield

Cancel |

To install in the default location, click Next. The installation begins and FileWay FrontEnd is installed.
To install in a different location, click Browse.

If you are installing all FileWay Components on the same server, continue the installation procedure in
Section 5.4.

If you are installing FileWay Front End on its own server, the installation process is complete.

5.4 FileWay Drive Installation

If you are in the process of installing all FileWay Components on the same server, the FileWay Drive
installer will begin automatically and the FileWay Drive Services Website Info dialog should appear on
your screen (see figure below).

If you want to install FileWay Drive separately, run the installer on the relevant server. The installation
will begin and the FileWay Drive Services Website Info dialog should appear on your screen (see figure
below).

Existing customers upgrading their FileWay installation to v4 will require a new license key to enable FileWay
Drive. Please contact our Support Team to obtain a new license key.

5]
FileWay Setup m -
FileWay Drive Services Website Info EWAY
—Select a website

Please Select the Website where FileWay Drive Services will be installed.

Default Web Ste =l

Customized Virtual Directory Name IFW Drive

35

<Back Next> | Firish | [_Cancel |
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You can give a Customized Virtual Directory Name for your FileWay Drive. The default name is FWDrive.

Note: FileWay Drive is installed with Basic Authentication; therefore, if you want to use SSL, you will have to
manually configure it using IIS Manager.

When you click Next, the following dialog appears.

Destination Folder

Click Next to install to this folder, or dick Change to install to a different fold

G Install FileWay Drive Server to:
C:\Program Files\ENC\FileWay\FileWay Drivel, Change. .. |

Installshisld

< Back Cancel I

To install in the default location, click Next. The installation begins and FileWay FrontEnd is installed.
To install in a different location, click Change.

If you are installing all FileWay Components on the same server, continue the installation procedure in
Section 5.6.

If you are installing FileWay Drive on its own server, the installation process is complete.

5.5 SecureView Backend Installation (legacy)

If your license (registration key) allows you to install SecureView then you may install the SecureView BackEnd
component with other FileWay components or on its own server. To install SecureView BackEnd on the same
server with FileWay components, click Next. Otherwise, click Cancel.

If you click Next, Secure View Installer will start automatically. You can use an existing SecureView Backend or
install a fresh version of it.

5.6 FileWay OWA Integration (optional)

Note: This component may only be installed on the server hosting the Exchange Server.

If you are in the process of installing all FileWay Components on the same server (Exchange), the
FileWay OWA Integration installer will begin automatically and the OWA Integration Setup dialog
should appear on your screen (see figure below).

If you want to install FileWay OWA separately, run the installer on the Exchange Server. The installation
will begin and the OWA Integration Setup dialog should appear on your screen (see figure below).

If your Exchange Configuration is Exchange Front End Proxy Server with Exchange Back End on different
Server, you should run FileWay Setup and install FileWay OWA Integration on Exchange Back End Server.
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5I
FileWay Setu ™
szlntegratioﬁ Setup mWﬁY

Please complete the following steps to install FileW ay D'WA Integrabion.

Q Step 1: Verify existing 04 Installation. B

Step 2: Werfiy Connection to Filew ay Frant End Server. Go

Step 3: Install File'w!ay O'a Integration g

i ¢Back I Hext> Eirish Lancel

1. Click Go to verify the OWA installation.

2. When the verification is complete, click the second Go button to verify the connection to the
FileWay FrontEnd server.

3. When the verification is complete, click the third Go button to Install FileWay OWA Integration. The
following dialog appears.

1B
Welcome to the OWAJScriptModifier Setup Wizard @)

(23

.

The installer will guide you through the steps required to install 0% S cripttd odifier on your
conputer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it. may result in severs civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

Cancel < Back

4. Click Next. The following dialog appears.

Everywhere Networks Corporation Proprietary

37



FileWay Administrator's Guide

{iF OWaAJScriptModifier =10 x|

Select Installation Folder

The installer will install DA Scripttdadifier ba the fallawing falder.

Ta install in this folder, click "Mest™. Toinstall to a different folder, enter it below or click “Browse".

Folder:

C:%Program Files\EMCAEM CS criptid odifier’, Browse... |
Disk Cost.. |

Install O%d) Scripthd adifier for vourself, or for anyone who uses this computer:

* Everpone
 Just me

Cancel | < Back

5. Choose whether to make the ENC Script Modifier available to all users or just the user currently
logged on. The Script Modifier is used to reinstall FileWay OWA Integration code occasionally after
Exchange patches and upgrades are applied to the server.

6. Click Next. The Script Modifier is now installed.

7. Click Close to continue the OWA Integration installation. FileWay OWA Integration Installer will
start automatically (see figure below).

FileWay for OWA Integration - Installshield Wizard |

Welcome to the InstallShield Wizard for FileWay
for OWA Integration

The InstallShield wizard will install Filsia'ay for Owid,
Integration on your computer. To continue, click Mext.

< Back Cancel
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owAJScriptModifiel

g file path i C:»\Program F1les\ENC\ENCScriptHodifier\logFiles\OI-JHJSCPiptl‘Iodiu
fierLogl13B28108. txt
Beginning modification of OWA scripts for FilewayFrontEnd .
Removing legacy scripts.
Please wait...
Removing existing script modifications.
Please wait...
Inserting ENC script modifications.
Please wait...
OUA script modifications complete.
Press Enter to continue.

FileWay OWA Integration is now installed. To complete the installation follow the post installation steps
in Section 6.2 to configure FileWay for integration with Exchange 2013 and 2016.

5.7 Windows Services
During the installation, FileWay Setup creates 2 Windows Services:

e FileWay BackEnd Services
e FileWay Services (Front End Service)

Each of those Services is required to clean old/unused data. You can modify the running frequency using the
FileWay Server Configuration dialog (see figure below).

& FileWay Server Configuration

General | Display | Mai Setup | AttachLink | License Infarmation | View Engine  Services Scheduler | Logs | Search |

Front End Service

ST o =

Fiequency & gy

£ Custom Runs every day Q M

Back End Service

Start Time: | 02:00 |—|

Fiequency: & Daily

Stap

" Custom  Riuns every day

Apply Close
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5.8 Troubleshooting Installation

During the database installation, if FileWay was previously installed on your machine, the following error may

appear:

i FileWay Setup ﬂ

A

Filewiay.mdf has been found on the file sytem in c:'\Program
Files\Microsoft SOL Server MSSQL, IWMSSOLDATAY

Flease manually remove it before continuing FileWay Setup
Flease contact support@everywherenstworks.com for help.

[ o |

Simply navigate to the path described in the message (usually Program Files\Microsoft SQL
Server\MSSQL\Data) and delete the FileWay.mdf and FileWay_log.log files. Then try re-installing FILEWAY3

database.
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6 Post-Installation Configuration Steps

6.1 AttachLink Configuration

6.1.1 Number of Files That Appear in AttachLink Email

As per Section 3.5.1 Sending Files as Links in Email Messages, when a user sends files as links in an email, the
recipient sees a list of files in the email body (see Section 3.5.2). The Administrator can configure the number
of file names that appear in the email body as follows:

1.
2.

Navigate to C:\Program Files (x86)\ENC\FileWay\FileWay BackEnd\FileWayWs.

Open the web.config file and find the following key:

<add key="AttachLinkNumberofAttachedFiles" value="3" />

Change the value to the number you want and save the file.

6.1.2 Maximum Login Attempts

When a user sends files as links in an email, the recipient must log in to access the files. (The Administrator
can configure the maximum number of login attempts as follows:

1.
2.

3.

Navigate to C:\Program Files (x86)\ENC\FileWay\FileWay FrontEnd\FileWay.

Open the web.config file and find the following key:

<add key="AttachLinkLoginAttemptsLimit" value="3" />

Change the value to the number you want and save the file.

6.2 FileWay Integration with Exchange 2013 and 2016

When integrating FileWay with Exchange 2013 or 2016 there are a few additional post configuration
steps that must be followed in order for FileWay to work properly with Exchange 2013 and 2016.

1.

Add the ENCAuthModule module in IIS in order to enable single sign on. This will allow users to
click the FileWay button from within OWA and not be prompted for authentication again.

Browse to the folder C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa
and create a folder named bin if it does not exist.

Copy the ENCAuthModule.dll file (default location: Program Files\ENC\FileWay\FileWay
FrontEnd\ENCAuthModule\ENCAuthModule.dll) to the bin folder you created in the previous step,
i.e., C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\bin.

Open IS Manager and click owa under the website where Exchange Front End is located.
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N Internet ion Services (/IS) M

@ P o» FWOWAXKIZ » Stes » Delault WebSite » cwa »

& /owa Home

Filter - ) Show Al | Growp by: Ares

ASP.NE

3 o
1
3 R
NET NET NET Eror NET NET Profile  NET Roles
Authorizat.. Compilstion  Pages  Globalization
s‘ “3 =y =
v ?) z — L gl
NET Trust  \NET Users Applicstion Connection Machine Key Pages and
Levels Settngs Strings Controls
e £ L
B <
Providers  Session State SMTP E-mai =
s R = ;
(] ¥ o
ASP Authentic... Comgresson  Default Deectory  Ervoe Pages
Document  Browsing
' e | > o
[ 4= T bl ]

’
Failed Handles HTTP HITP Logging  MIME Types
Request Tra.. Mappings  Redwect  Respon

=2t 5 o C 3
M| ¥ 3 8 e
DA

Modules Olschans A Daase £E1. Canpimane
nfigur ’ : r

Content Veew

Ready

5. Inthe Features view, double-click Modules.
6. On the Modules page, in the Actions pane, click Add Managed Module.

7. Inthe Add Managed Module box, in the Name box, type a name for the managed module, e.g.
ENCAuthenticationModule

8. Inthe Type box, type exactly the following text: ENCAuthModule.ENCAuthModule.

9. Click OK

Now users can click the FileWay button within OWA and not be prompted for user credentials before
launching FileWay

6.3 Enabling SSL

FileWay FrontEnd, BackEnd and FileWay Drive support SSL. We recommend that FileWay FrontEnd, FileWay
BackEnd and FileWay Drive installations that are externally accessible run under SSL.

To enable SSL on FileWay components, ensure that the website under which the applications are installed in
IS have SSL enabled (or bound in IIS) and that you have an SSL certificate installed in 1IS. Then require SSL
communication for the IIS application under the website. For FileWay FrontEnd, the application is named
FileWay and for FileWay BackEnd, the application is named FileWayWs.

Note: When FileWay FrontEnd is installed on an OWA server for Exchange 2013 or 2016 in default
configuration, SSL is already enabled on the OWA website.

If you have enabled SSL on the FileWay BackEnd, you have to alter the FileWay FrontEnd configuration as
follows:

1. On the FileWay FrontEnd server, open the web.config file in the FileWay installation folder, that is, 42
\Program Files (x86)\ENC\FileWay\FileWay FrontEnd\FileWay \web.config. Note that there are
other web.config files in other locations in your FileWay installation path. Make sure you follow the
path indicated above.
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2. Find the following section in the file.

<applicationSettings>
<ENC.FileWay.FileWayFrontEnd.Properties.Settings>
<setting name="FileWay FileWayBackEnd DEWIO DEWIO" serializeAs="String">
<value>https:// domain /FileWayWS/DEWIO.asmx</value>
</setting>
<setting name="FileWay FileWayBackEnd DBLayer DBLayer" serializeAs="String">
<value>https://domain/FileWayWS/DBLayer.asmx</value>
</setting>
<setting name="FileWay FileWayBackEnd WS FWBEWS" serializeAs="String">
<value>https:// domain /FileWayWS/FWBEWS.asmx</value>
</setting>
</ENC.FileWay.FileWayFrontEnd.Properties.Settings>
</applicationSettings>

3. Change all occurrences of HTTP to HTTPS in the three URLs and save the changes and close the file.

6.3.1 FileWay Authentication Settings
Using IIS Manager, verify that the settings appear as shown in the three figures below.

FileWay FrontEnd

Qﬂ Internet Information Services (I15) Manager

« = 3 b TESTWINZK1G » Sites » Default Web Site » FileWay »

Eile  View Help

: 4 Authenticati
e Authentication
Q- &8 g
" if_ﬂ start Page Group by: Mo Grouping =
v -ﬂj TESTWIMNZK16 (TEST2K1(Nad
2} Application Pools Mame Status Response Type
v -[a| Sites { Anonymous Authentication Enabled
v-@ Default Web Site ASP.MET Impersenation Enabled
» -] aspnet_client Basic Authentication Disabled HTTP 401 Challenge
» ¥ FileWay Digest Authentication Disabled HTTP 401 Challenge
* N4 FlleW?yWS Forms Authentication Enabled HTTP 302 Login/Redirect
[ FWDrive Windows Authentication Disabled HTTP 401 Challenge
. 5| [ Festares View [ Content View

Configuration: 'Default Web Site/FileWay' web.config
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FileWay BackEnd

f« >

L=F

File  View Help

'qﬂ Internet Information Services (I15) Manager

P » TESTWINZKIG » Sites » Default Web Site » FileWayWs »

Connections

Q- |& 8

~ .83 TESTWINZK16 (TEST2K10\adr
...} Application Pools
v @] Sites

v - Default Web Site

N | aspnet_client

[P FileWay
[P FileWayws
3 FWDrive

WO

9 Authentication

H=l

Group by: Mo Grouping -

MName

Anonymous Authentication
ASP.MET Impersonation
Basic Authentication

Digest Authentication
Ferms Authentication

Windows Authentication

Status
Disabled
Enabled
Enabled
Disabled
Disabled
Disabled

Response Type

HTTP 401 Challenge
HTTP 401 Challenge
HTTP 302 Login/Redirect
HTTP 401 Challenge

£ >

(=] Features View |I7% Content View

Configuration: 'Default Web Site/FileWayWs' web.config

FileWay Drive
'qﬂ Internet Infermation Services (1IS) Manager
(&= = 3 b TESTWIMZK16 » Sites » Default Web Site » PWDrive »
File View Help
" = Authentication
@--d |8 Iz
?‘ Start Page Group by: Mo Grouping hd
v --qj TESTWINZK16 (TEST2K10\adn
¥ Application Pools Mame Status Response Type
w (@ Sites Anonymous Authentication Disabled
v @ Default Web Site ASP.MET Impersanation Enabled
> -] aspnet_client Basic Authentication Enabled HTTP 401 Challenge
» -2 FileWay Digest Authentication Disabled HTTP 401 Challenge
» (@ FileWayWs Forms Authentication Disabled HTTP 302 Login/Redirect
> - FWbrive Windows Authentication Disabled HTTP 401 Challenge
. , | [Festwresview] - Content View

Configuration: 'Default Web Site/FWDrive' web.config

Everywhere Networks Corporation Proprietary

44



FileWay Administrator's Guide

6.3.2 HTTP Redirect Setting

When you set HTTP Redirect at the Web Site Level, it applies to all the virtual directories under the web site

(see figure below).

€5 Internet Information Services (1IS) Manager

« = a » TESTWINZKIG » Sites » Default Web Site »

File View Help

@ -t @-

Configuration: 'Default Web Site’ web.config

i HTTP Redirect
ﬂ,‘ H [t ﬁ, c @ The changes have been
= successfully saved.
: ‘_j Start Page Use this feature to specify rules for redirecting incoming requests to ancther file or
v .85 TESTWINZK16 (TEST2K10\ad URL.
i~ |2} Application Pools ~
v (8] Sites Redirect requests to this destination:
~ 403 Default Web Site -
» .7 aspnet_client |http://domamnamaf’FMaWay |
4 [P FileWay Example: http://www.contoso.com/sales
[P FileWayWws
{2 FWDrive Redirect Behavior
[ Redirect all requests to exact destination (instead of relative to destination)
O Only redirect requests to content in this directory (not subdirectories)
Status code: v
>
. | [JFemuresview | = Coment e

S

To avoid infinite HTTP Redirects, make sure that HTTP Redirect is not set for the FileWay, FileWayWs and

FWDrive virtual directories (see figure below).

FileWay, Fil8WayWs and PW Drive

€ -

File  View Help

9 » TESTWINZKIG6 » Sites » Default Web Site » FileWay »

Connections

e - | & .

&) HTTP Redirect
E

o H_'j Start Page

- |2} Application Pools

v ) Default Web Site
» [P FileWay
¥ FileWayws

¥ PWDrive

<

. Use this feature to specify rules for redirecting incoming requests to another file or
83 TESTWIN2K16 (TEST2K10\ad

URL. Option unselected

edirect requests to this destination:

Example: http://www.contoso.com/sales
Redirect Behavior
Redirect all requests to exact destination (instead of relative to destination)

Only redirect requests to content in this directory (not subdirectories)

Status code:
<

» [=]] Features View {2 Content View

Cenfiguration: 'Default Web Site/FileWay' web.config

If the message shown below appears in the browser (Chrome in the following example), it is caused by an

incorrect HTTP Redirect setting.
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@ 19200153

=]

<« C A Notsecure | https;//192.0.0.153/FileWay/FileWay/FileWay,/FileWay/FileWay/FileWay/F... ¥¥ 0o @ o [+]

This page isn't working
192.0.0.153 redirected you too many times.
Try clearing your cookies.

ERR_TOO_MANY_REDIRECTS

= [m] X

6.4 Configuring the SecureView BackEnd Scheduled Task

As part of the installation, if your license allows SecureView BackEnd, a scheduled task is automatically created
to ensure that SecureView runs continuously. In this section, you will configure the scheduled task as follows:

1. Open Scheduled Tasks (Start->Control Panel->Scheduled Tasks), right-click SecureView Backend and

click Properties.

2. Inthe Settings tab, ensure that the Stop the task if it runs for check box is not selected. Ifitis

selected, clear it and then click OK.

SecureviewBackend

Task | Gchedule Settings |5ecurity|

r~ Scheduled Tazk Completed
[~ Delete the task if it is not scheduled ta run again.

[~ Orly start the task if the computer has been idle for at least:

I _I; rinute(z]
I _l: minute(z]

[~ Stop the task if the computer ceases to be idle.

— Paower Manaagement
W Dan't start the task if the computer iz rnning on battenies.

[v Stop the task if battery mode begins.

| 2] %]
::ll bour[s]l ﬁ riitite]z).
If the computer haz not been idle that lang, retm for up ta:
Cancel Apply

value="Enter your login information"></add>

Everywhere Networks Corporation Proprietary

46



FileWay Administrator's Guide

6.5 Support for DUO Two Factor Authentication

"Duo Security" is a cloud computing service that provides a second login step for additional security protection
when accessing important systems and services, sensitive institutional data, and personal information. This
function, called Two-Step Login, pairs something you know (Username & password) with something you have

(an enrolled device) to complete a secure login.
Duo offers several options to verify that logins are legitimate:

e a mobile push notification with one-tap verification of identity on a smartphone (requires
installation of the free Duo Mobile app)

e aone-time code generated in the Duo Mobile app on a smartphone (tap the green key symbol)

e aone-time code generated by Duo and sent to a cell phone or tablet via text message

e atelephone call to a landline phone that will prompt you to verify the login request

In practice, a user enters his/her username and password, and then selects the method to verify the login. If
the user has multiple devices enrolled (recommended) the default device is always selected, but the user can
change to another enrolled device for that login using the drop-down list. The user can choose a method

(push-notification, text message, phone call, or a one-time code) that is supported by the device type to gain

secure, verified access to an application.

To enable duo authentication in FileWay, you will need to uncomment following keys in FileWay Frontend
web.config and provide values.

<add key="EnableDuoAuthentication" value="true" />
<add key="Duo_IKEY" value="" />

<add key="Duo_SKEY" value="" />

<add key="Duo_AKEY" value="" />

<add key="Duo_APIHostName" value="" />

DUO API provides these keys:

Duo_IKEY = Duo integration key value
Duo_SKEY = Duo secret key
Duo_APIHostName = Duo APl hostname
Duo_AKEY = Customers private key value.

After the users login in with their FileWay credentials, they will be presented with the following dialog.
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%, ¥ %
3 K ,- * Enter your login information
- W
T (B k Username

Duo Authentication x

Choose an authentication method

@ & Duo Push secommeneo Send Me a Push

Q call Me Call Me

[ Passcode Enter a Passcode

Powered by Duo Security

Close

7 FileWay and SharePoint Integration (optional)
This chapter describes the steps required to integrate FileWay with SharePoint 2007, 2010 and 2013.

7.1 Integrating FileWay with SharePoint 2007
This section describes the integration of FileWay with SharePoint 2007.

Install SharePoint and make sure the portal is fully functional.
Install and configure FileWay.

Configure IIS.

Configure SharePoint.

Create an access point from SharePoint to FileWay.

vk wnN e

7.1.1 Installing FileWay
To install FileWay, refer to Section 5.

FileWay must be installed under the SharePoint Website. If choosing to install FileWay in a two server
solution, the FileWay FrontEnd must be installed under the SharePoint website.
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FileWay Front End Server - InstallShield Wizard ]
Website Info
Select a Website

Please Select the ‘Website where FiletWay FrontEnd Services will be installed.

Default Web Site 4|
Default Web Site

SharePoint - 3882
Office Server Web Services
SharePoint Central Administration v3

IrstallShield

< Back | Nest > I Cancel |

Once FileWay is installed, add the following text to both the FrontEnd and BackEnd web.config files.
Add the text at the bottom of the file just above </configuration>.

<system.web>
<trust level="Full" originUrl="" />
</system.web>

The FrontEnd web.config is located here:

C:\Program Files\ENC\FileWay\FileWay FrontEnd\FileWay\web.config
The BackEnd web.config is located here:

C: \Program Files\ENC\FileWay\FileWay BackEnd\FileWayWS\web.config

Do this for both FrontEnd and BackEnd web.config files.

7.1.2 Configuring IIS

Once FileWay is installed, configure IIS.

By default, SharePoint configures IIS to use Windows authentication. FileWay requires IIS to use Basic
Authentication. To configure IIS to use Basic Authentication, proceed as follows:

1. Open IS > ServerName (Local Computer) > Web Sites.
2. Click the SharePoint — 80 website and click Authentication.
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g Internet Information Services (IIS) Manager i =] 5]
@“,; l@ » DEV-SHPT2010 F Sites b SharePoint-80 » J @ @ -
Fie View Help
_. Authentication I
L-AN= RSl 0 A\ S5Lis not enabled for this site
‘ﬂ Start Page and credentials will be sentin
. = dlear text over the wi
=95 DEV-5HPT2010 {TESTZK10\administrator) Group by: No Grauping car text over Tie wre
E-[a) Sites Anonymous Authentication Disabled 0
Default Web Site ASP.NET Impersonation Enabled D
SharePoint - 80 Edit...
@ sharePoint Central Admnistration v4 Digest Authentication Disabled HTTP 01Chal || @ Help
) sharePoint Web Services Forms Authentication Disabled HTTP 302 Logi Gnine Help
Windows Authentication Disabled HTTP 401 Chal
< |
[ TFeatures view |-~ Content view

Configuration: Ylocalhost’ applicationHost.config , <location path="SharePoint - 30"> L=

3. Disable other authentications, and then enable ASP .NET Impersonation and Basic Authentication.

4, Restart the SharePoint — 80 website.

7.1.3 Configuring SharePoint

1. Using Windows Explorer, browse to the web.config file for the SharePoint Website:

C:\Inetpub\wwwroot\wss\VirtualDirectories\80\web.config
2. Open this file in Notepad to edit it.

3. Inthisfile, search for Trust level. You should find this tag:

<trust level="wss minimal”/>

4. Edit this tag so that the trust level is WSS Medium instead of minimal as follows:

<trust level="WSS Medium"

5. Save and close the file.

6. From a command prompt type iisreset to restart IIS.

Now users will be able to log on to FileWay.

Note: If, at some point, you remove the portal, and add a new one, you will need to repeat the steps in this
section.

7.1.4 Creating an Access Point from SharePoint to FileWay

There are two ways to add a link from SharePoint to FileWay:

e Creating a Hyperlink inside SharePoint
e Adding FileWay to SharePoint as a WebPart
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7.1.5 Creating a Hyperlink inside SharePoint

After configuring SharePoint to allow requests to FileWay, create a hyperlink from SharePoint to FileWay as
follows:

Log on to the SharePoint Portal http://servername.

Click My Site.

Under my links summary — Add new link.

Create a link to FileWay http://servername/FileWay.

Test the link. You should not be prompted for a username and password a second time.

ik wnN e

7.1.6 Adding FileWay to SharePoint 2007 as a WebPart

This section describes how to add FileWay to SharePoint as a WebPart. Before you can add FileWay to
SharePoint as a WebPart, you must have single sign-on working above.

Proceed as follows:
1. Logon to SharePoint as Administrator.

2. Add Page Viewer Web Part. The following window appears.

{2 Home - Windows Internet Explorer [_ O[]
=y . = [+ =
@;\/ - |g http://SharePointServer/Pages/Default. aspx J || X | Bing L
¢ Favortes | 55 [ sunosste ites ~ @] web Sics Gallery
& ome | | 5 - ) - [ &= - Page~ Safety - Tooks~ @)~

Welcame Administrator = | My Site | Mylinks = | @ 2

F [all Sites = | [ R] advanced search
cument Center  Mews »  Search  Sikes  ENC Share Poink Page Test One
hecked Out  Status: Only you can see and modify this page. =5 Edit Page
hange the content and YWeb Parts
orkflow = | Tools | || CheckInto ShareDraft | ¢l Publish : on this page,
| CreatePage
1 to chickin 5o other pesle can sae your changss. (Do not show this message again) J o,
rent Create Site
onter Hame ﬂ% idd & new site nder this site.
enter Page Image Page Content
SO o Hide Page Editing Toolbar
- Hide the page status and editing
s article |8 Edit Picture 3¢ Clear 3 Edit Conkent optians for this page.
3 i ) JJ]]J view All Site Content
) wWelcome to 1) visw ol iwaries and fists in this site.
Microsoft® Office View Reports
SharePoint® Wiew reparts on documents, pages 3
LR Server 2007 andtasie.
Site Settings »
Ein et storted anth th Manage site settings on this site.
el starbed with the new
version of Microsoft OFfice Manage Content and Structure
SharePoirk Server 2007 ﬁ@ Reorganize content and structure in
this site collection.
ST 0T e
Site and Business =
Kl >
[pane [ [ [ [ | [§ Localintranet | Protected Mode: OFF [v5 = [®ioow - 4
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3.

[_ O[]
@\:‘/ - |g http:/{ShatePointServer/PagesiDefaulk. aspx j > || X I Bing R
g Favorites | 2 [l Suagested Stes @] weh Sice Gallery
& Home | | £ - - [ gmy - Page - Safety - Todls - @
B
Top Zone
EL add a web Part
Middle Left Zone Middle Right Zone
&L add & web Part Bl add & web Part
News edit~ X
&, Hew Link = Mew Group
=% Corfigure Styles and Layout (S Reorder
=) Sample Lirk 1
=) Sample Lirk 2
=) Sample Lirk 3
Bottom Zone
5L add a web Part
L] I»
Dore [ [ [ [ [ & Cocalintranet | Protected Mode: OFF 73~ [®i0w -
4. Click Add a Web Part. The following window appears.
,g Add Web Parts -- Webpage Dialog E

From Site Action, click Edit Page. The following window appears.

{=Home - Windows Internet Explorer

w, Home

\__\i)Add Web Parts to Top Zone

= Suggested Web Parts for Top Zone

[ |l content Query Web Part

Use to display & dynamic view of content from your site on a web page

M Ol 1 need to...

Displays tasks and tools From a lisk

[T Xl rss viewer
Renders R5S5 Feed

[ |l summary Link Web Part
Use to display links on vour web page that can be grouped and stvled and can be organized by dragging and dropping

[T =] Table of contents web Part
Use to display the navigation hierarchy of your sike on a web page

[ ] This Week in Pictures

Displays one image from an Image Library and links to a slide show where users can see all of the images in the Image
Library,

# All Web Parts
ExpandiCollapse Al Web Parts

Advanced Web Part gallery and options

Add Cancel

5. Click All Web Parts to expand it. The following window appears.
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Add Web Parts -- Webpage Dialog =

w, Home

é)Add Web Parts to Top Zone

[~ [l This Week in Pictures ;I
Displays one image from an Image Library and links to a slide show where users can see all of the images in the Image
Library,

Miscellaneous

[ [5] contact Details
Use to display details about & contact For this page or site J

™ [l content Editor web Part
Usze for formatted kext, tables, and images.

Form Web Part
Use to connect simple Form contrals ko other Web Parts.

[ (] tmage web Part
Use to display pictures and phatas,

j Page ¥Yiewer Web Part
Usze to display linked content, such as files, folders, or web pages. The linked content is isolabed from other content on
the Wweb Part Page.

[T [53] Relevant Documents LI

T S S T OO S Y S RO S X S A

Advanced Web Part gallery and options

Add | Cancel |

6. Select the Page Viewer Web Part check box and then click Add (you might need to scroll down to
find Pager Viewer Web Part). The following window appears.

{2 Home - Windows Internet Explorer [ _ O] x|
@—\‘—‘/ - |g http:/{ShatePointServer/PagesiDefaulk. aspx j 2| % I Bing R
5 Favortes | 9% [ Suggested Sites ~ @] Web Sice Gallery -

& Home | | i v B - 0 o= o+ Page -~ Safety - Taok+ @~
documens,  Document = |
andpeople  Lbrary

Top Zone

5L add a web Part

Page Viewer Web Part edit = %
To link to content, open the tool pane and | MM t
box. Close
¥ Delete
4 Modify Shared Web Part
Middle Left Zone Connections E
B} Add & web Part Expart... art
News edit~ X

&, Mew Link = Mew Group
£ Configure Styles and Layout (S Reorder

= Sample Link 1
< _ | ;l_l

Done [T [T [ 6 Localinkranet | Protecked Mads: OFF [Fa ~ [®ow -~

7. Click edit and then click Modify Shared Web Part. The following window appears.
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{Z Home - Windows Internet Explorer [_ o[ =]
@; = [ http:/fsharePontserver/PagesiDefauit. aspx =l 42| x | [ eing £~
7 Favarites ‘ 5 [ suggested Sites = ] web Sice Gallery =
(& Home | | i - < () gmy - Page - Safety - Todls v @
welcome Administrator + | By Site | My Links = | =
[l sites =l [£] advanced search
Share Point Page Test One Site Actions -
madify this page.
aft gyl Publsh
Do not shaw this message again)
“lq.p x
Pags Cantert Falt zene Page Viewer a4l
CL add a web Part Select whether you want to display a
2 Edi Contert file, folder, or Web page in the Page
I need to... edit- x| [ Wiswerweb Part.
- @
W_elcome to l—_lchuuse ey = web Page
Microsoft® Office " Folder
SharePoint® Employee Lookup edit = % C File
Server 2007 [—
I Link
) To specify a link, type a URL or
et started with the new Top Sites edit = | % path. (Test Link) —
wersion of Microsoft Office l—
SharePaint Server 2007: This qusry has returned no items. To http //FileWayServer/rileway| [
canfigure the query for this \Web Part,
apen the kool pane. CEEEERERED =l
Site and Business -l cCancel | apply |;|
L4 L
bone [T [T G Localinkranet | Protecked Mads: OFF [%a~ [®Rio= -

8.
window appears.

In the Link text box, type the FileWay URL, and then click Appearance to expand it. The following

indows Internet Explorer H=] B3
@T\:‘/ L4 |g http:/{ShatePointServer/PagesiDefaulk. aspx j 2| % I Bing B~
o Favoritss | o5, [ sungested sies @] weh Slce Gallery -
& Home | | B - - [ feh - Page -~ Safety+ Teols+ @+
‘welcome Administratar = | My Sike | My Links = | =
[al Sites =l [#] advanced search
share Point Pags Test One Site Actions -
modify this page.
aft Gl Publish
Do not show this message again)
alq p x
Right 2 "
Page Content anesone Title B
Bl add a web Part Fileway
(2 Edit Content
I need to... edit = % | [ Height
W_elcome to ) l—_lchnnse Py = Ezinuhgme Web Part havs a fixed
Microsoft® Office g
SharePoint® i e ST i 1 ves 00| [Pixels -
Server 2007 . 19 © No. Adjust height to fit zone,
Get start?deith tl‘;tegfefw Top Sites edit - % Width
wersion of Microsoft Office )
SharePoint Server 2007 This query has returned no items. To Sh‘i‘;‘l?d the Web Part have a fized
configure the query far this web Part, G
open the tool pane. Coves [ [rixels =] =l |
site and Business -l Cancel | Apply ILI
4 >
[ [ [ [ [ | [& Loalintranet | Pratected Mode! OFF BRI

9. Type the title in Title text box. Specify the height and width. Click Apply. FileWay appears in the
web part. Adjust Height and Width to meet your requirements. Click OK. The following window

appears.
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{ZHome - Windows Internet Explorer [_ O] =]
@\t‘/ - |g, http:ffSharePointServer/Pages/Def ault, aspx j (X I Bing P
i Favorites | i3 [ Suggested Sites ~ @] Web Sice Gallery =

Stome | | Y v B - ) @ - Page~ Safety+ Teds~ @
Home =

‘Welcaome Administrator = | My Sits | My

## Home [alsites =l [R] adva
[pHomey] Document Conter | Wews - Ssarch | Stes | ENC Shars Point Pags Test One

¥ersion: Checked Gut  Status: Only you can see and modify this page.

Page v|  Workflow » | Tools » | g CheckIntoShare Draft | g3] Publish
s
| save peopls can ses your changss. (Do not show this messags sasin
o el Save and Stop Editing
35 checkin.. me
8y | Discard Check Out age Image Page Conkent Right Zane
Add a Web Par
| Page Settings [ Edit Picture % Clear (22 dt Content -
K| DeletsPage Ineed to... e
Add Web Parts 13
) W_elcome to _ IChDDse task 1§
MadiFy Web Parts r Microsoft® Office
lltsh i SharePoint® Employee Lookup  |e
Testane Server 2007 [
2] Recycle Bin Get started with the new Top Sites 5
wersion of Micrasoft Office
SharePoint Server 2007 This query has returned no ites

configure the query For this W
open the tool pane.

Site and Business hd
| | »

Done [ [T [ [ Localinkranst | Proected Made: off 5 - [®i0% -

10. Under Page, click Save and Stop Editing. FileWay appears in SharePoint.

7.2 Integrating FileWay with SharePoint 2010
This section describes the integration of FileWay with SharePoint 2010.

Install SharePoint and make sure the portal is fully functional.
Install and configure FileWay.

Configure IIS.

Configure SharePoint

Create an access point from SharePoint to FileWay.

vk wnN e

7.2.1 Installing FileWay
To install FileWay, refer to Section 5.

FileWay must be installed under the SharePoint Website. If choosing to install FileWay in a two server
solution, the FileWay FrontEnd must be installed under the SharePoint website.
Filewoy Front End server —Installhield Wizard 8 x|

Website Info
Select a Website

Please Select the Website where File'ay FrontEnd Services will be installed.

Default Web Site =
Default \Web Site

:SharePoint - 80

SharePaint - 3882

Office Server Web Services
SharePoint Central Administration 3

55

InstallShield

< Back | Nest > I Cancel |
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Once FileWay is installed, add the following text to both the FrontEnd and BackEnd web.config files.
Add the text at the bottom of the file just above </configuration>.

<system.web>
<trust level="Full” originUrl="" />
</system.web>

The FrontEnd web.config is located here:
C:\Program Files\ENC\FileWay\FileWay FrontEnd\FileWay\web.config
Or ifitis 64 bit system,
C:\Program Files (x86)\ENC\FileWay\FileWay FrontEnd\FileWay\web.config
The BackEnd web.config is located here:
C:\Program Files\ENC\FileWay\FileWay BackEnd\FileWayWS\web.config
Or if it is 64 bit system,
C:\Program Files (x86)\ENC\FileWay\FileWay BackEnd\FileWayWS\web.config

Do this for both FrontEnd and BackEnd web.config files.

7.2.2 Configuring IIS

Once FileWay is installed, configure IIS. By default, SharePoint configures IIS to use NTLM authentication.
FileWay requires IIS to use Basic Authentication.

To configure IIS to use Basic Authentication, proceed as follows:
1. Open IS > ServerName(Local Computer) > Web Sites.

2. Click the SharePoint — 80 website and click Authentication.

g Internet Information Services (II5) Manager - 1ol x|
) |@ > pevstPTani0 » sites » shareroint-s0 » |@ -~ th@-
Fle View Help
- Authentication I
L+ i | |8 1. 5SL is not enabled for this site
< F A bled for th
T Surtface and credentials will be sentin
= dear text over the wire.
-9 DEV-SHPT2010 (TEST2K 10 \administratar) Groupby: No Grouping
+-+[2} Application Poois Name = | status [Response Tyoe | |JACHOREII
B-[&] Sites Anonymous Authentication Disabled
I Disable
D) Default Web Site ASP.NET Impersonation Enabled
& sharepoint -80 Basic Authentication Enabled > 401 Cha st
@ sherePoint Central Administration v4 Digest Authentication Disabled HTTP 401Chall || @ Help
) Sharepoint Web Services Forms Authentication Disabled HTTP 302 Lagir i Help
Windows Authentication Disabled HTTP 401 Chall
< I |
[ = 1Features view | - Content view
Configuration: ‘localhost applicationHost.config , <location path="SharePoint - 80"> L=

3. Disable other authentications, then enable ASP .NET Impersonation and Basic Authentication.

4. Restart SharePoint — 80 website.
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7.2.3 Configuring SharePoint
To configure SharePoint 2010, proceed as follows:

1. Using Windows Explorer, browse to the web.config file for the SharePoint Website:

C:\Inetpub\wwwroot\wss\VirtualDirectories\80\web.config
2. Open this file in Notepad to edit it.

3. Inthisfile, search for Trust level. You should find this tag:

<trust level="wss minimal”/>

4. Edit this tag so that the trust level is WSS Medium instead of minimal as follows:

<trust level="WSS Medium"
5. Save and close the file.
6. From a command prompt type iisreset to restart IIS.

Now users will be able to log on to FileWay.

7.2.4 Creating an Access Point from SharePoint to FileWay
There are two ways to add a link from SharePoint to FileWay:

e Creating a Hyperlink inside SharePoint

e Adding FileWay to SharePoint as WebPart
7.2.5 Creating a Hyperlink inside SharePoint

After configuring SharePoint to allow requests to FileWay, create a hyperlink from SharePoint to FileWay as
follows:

Log on to the SharePoint Portal http://servername.
Click Lists.
Click Links.

1

2

3

4. Under the links summary — Add new link.

5. Create a link to FileWay as follows: http://servername/FileWay
6

Test the link. You should not be prompted for a username and password a second time.

7.2.6 Adding FileWay to SharePoint 2010 as a WebPart
This section describes how to add FileWay to SharePoint as a WebPart.
Proceed as follows:

1. Logon to SharePoint 2010 as Administrator.

2. Add Page Viewer Web Part. The following window appears.
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indows Internet Explorer

G@ = [ htpslSharcPainserver Steragesfome aspx
[ Home -Home. X

He FEdt Vew Favorites Tooks Help

o Lo
25| 3| E3 e xr

TEST2K1(

Edit Page I 5

Edit the contents of this page. \ﬂ ()/
Ilkelt  Tags &

New Page Notes

Create a page you can

Create ap Search this site. 2 @

New Document Library
Create a place to store and
share documents.
New Site
Create a site for a team or tal
5
® croject. 2 to your site!
Mors Options...
Create other types of pages,
lists, libraries, and sites. e, change this welcome text or add new lists to this
the edit button above. You can dlick on Shared
‘View All Site Content dd files or on the calendar to create new team events.

View all libraries and lists in the getting started section to share your site and
this site. jok.

Edit in SharePoint Designer

Py Create or edit lists, pages, and
warkflows, or adjust settings.
ments
Site Permissions
< Give pecple access to this site. Name Modified Vodified By
i Site Settings s 1o shon in this view of the "Shared Documents” document
Access all settings for this site. [new item, cick New” or "Upload”

¥ RGT goTument

Getting Started
&P Share this site
B change site theme

[ custemize the Quick Launch

i
3. Under Site Actions, click Edit Page. The following page appears.

Hom Windows Internet Explorer i [=1 )

O e - | 5 o T

1| Home - Home x| |

Bl Edt Vew Favortes Toos Hel

rowse Format Text

] % cut
J | Verdana | et ~

2 Copy

< @ 5

o]

<Py setect

save 8 Close CheckOut) Faste )y |[BL T Witha % 30|20 A0 B Lyt ST < L.

Edit Clipboard Font Paragraph Styles Layout Markup
Libraries i~
Site Pages

Shared Documents

Lists
Calendar
Tasks
Welcome to your site!
Discussions b
Tear: Discussion Add a new image, change this welcome text or add new lists to this

page by clicking the edit button above. You can click on Shared
Documents to add files or on the calendar to create new team events.
Use the links in the getting started section to share your site and
@ Recyele Bin customize its look.

@) Al site Content
Shared Documents

T Type Name Modified Modified By

in this view of the "Shared Documents” document

There are no items to show i
ew item, click New" or "Upload!

library. To add a ne

& Add document

Getting Started =
&P Share this site

I Change site theme

Bl set a sits icon

[ customize the Quick Launch ~|

4. Click the Insert tab. The following window appears.
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=
() @[] https/jsharepointserver /Stepages Home.aspx P[4 lx] 5 % &3
[ Home - Home x

Fle Edit View Favorites Tools Help

= @ N [E m im

Table Picture  Link Upload | Web Existing New
& = File | Part List

List

Tables  Media Links Web Parts

Libraries I—
Site Pages

Shared Documents

Lists
Calendar
Tasks
Welcome to your site!
Discussions
Team Discussion Add a new image, change this welcome text or add new lists to this

page by clicking the edit button above. You can click on Shared
Documents to add files or on the calendar to create new team events.
Use the links in the getting started section to share your site and
Recycle Bin customize its look.

[3) Al site Content
Shared Documents

T Type Name Modified Modified By

There are o items to show in this view of the “Shared Documents” document
library. To add a new item, cick "New” or "Upload”.

4 Add document

Getting Started -
& share this site
I change site theme

(5] set a site icon

[8 customize the Quick Launch =l
5. Click Web Part. The following window appears.
T

3 | B33 R et

ite Actior

BHEHeN B mim

Table  Picture  link Upload Web Existing MNew
o & File Part  List

List

Tables  Media Links Web Parts
Categories Web Parts About the Web Part

(&l Lists and Libraries [2] | &l content Editor Page Viewe!

[CA Business Data | image Viewer Displays another Veb page on this Web page. The other Web page is presented in
3 Content Rolup 8] Page Viewer an Frame,

[ FileWay Web Part B Picture Library Siideshow Web Part

[ Fiters 5] Siveright Web Part

Ea Forms.

[ Media and Content
53 Outiook Web App

Upload a Web Part &

Add Web Part to:[Rich Content =,

e

Libraries =

Site Pages

Shared Documents

Lists

Calendar

Tasks =
Welcome to your site!

Discussions

e B Add a new image, change this welcome text or add new lists to this

page by clicking the edit button above. You can dlick on Shared

Documents to add files or on the calendar to create new team events.

Use the links in the getting started section to share your site and
Recycle Bin customize its look.

All Site Content
SitePages|

Sharad Nacumants,

g
-

6. Under Categories, click Media and Content. Under Web Parts, click Page Viewer. Click the Add
button. The following window appears.
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£ Hom. lome - Windows Internet Explorer

=lolx|

G’D <[] http://sharepointserver/sitePages Home. aspx S|l e o
|/ Home - Home. x
Ele Edt View Favorites Tools Help
Format Text
Verdana vept o~ [o] me ly ] = @ ki
23 Copy - <P 4 Select
Save & Close Check Out  Paste o - - Styles. Text Marku
N & e unge. B L Usex x WA 4 [F G <3 HTML~
Edit Clipboard Font Paragraph Styles  Layout Markup
Libraries =
Page Viewer ~ 0O
Site Pages
Shared Documents. To link to content, open the tool pane and then type a URL in the Link text box.
|
Lists
Calendar
Tasks
Welcome to your site!
Discussions i
Add a new image, change this welcome text or add new lists to this
feembach e page by clicking the edit button above. You can click on Shared
Documents to add files or on the calendar to create new team events.
Use the links in the getting started section to share your site and
2 Recycle Bin customize its look.
[3) Al site Content
Shared Documents
T~ Type Name Modified Modified By
There are no items to show in this view of the “Shared Documents” document
library. To add a new item, dick "New" or "Upload”.
% Add document
Getting Started -
& Share this site
B Change site theme
[& set a site icon
[ ane2Wrapper (Edit, 12,9 b701e2a2_c460_4077_a23f_... [ customize the Quick Launch

7. Under Page Viewer, click open the tool panel. The following window appears.

G@ = |.] http://sharePointServer SitePages/Home.aspx
x|

&

Home - Home

File Edt View Favorites Tools Help

art
Format Text tions
b Cut L -
: Verdana v 8ot -~ o] A
a Copy < Select
Save & Close Check Out  Paste . A A Styles  Text  Markup
= g ~ ¥ Undo . - layout. Styles- <3 HTML.
Edit Clipboard Font Paragraph Styles  Layout Markup

1]

Page Viewer

4 Page Viewer x (2
‘ Page Viewer 2

To link to content, open the tool pane and then type a URL in the Link text box.

Welcome to your site!

Add a new image, change this welcome text or add new lists
to this page by clicking the edit button above. You can click
on Shared Documents to add files or on the calendar to
create new team events. Use the links in the getting started
section to share your site and customize its look.

Shared Documents

T Type Name Modified Modified By
There are no items to show in this view of the "Shared Documents”
document lbrary. To add a new item, cick New* or “Upload".

& Add document

Getting Started
&B Share this site
B change site theme
B Set = site icon

Select whether you want to display
a file, folder, or Web page in the
Page Viewer Web Part.

@ Web Page
C Folder

C File

Link

To specify a link, type a URL or
path. (Test Link)

[nitp://FileWayServer/Fileway | []
[ Appearance

[0 tayout

[ Advanced

Cancel | Apply

I>l;I

8. Inthe Link text box, type the FileWay URL and then expand Appearance. The following window

appears.
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/& Home - Home - Windows Internet Explorer

) @ [ hitps/sharepointserver/Sitepages Home. aspx

|| Home - Home x|_]

Ele Edt View Favorites Tools Help

- dministrator ~
A T FormatText | nsert ST
b Cut «
] ‘ : Verdana - st~ : EEw ]
a Copy Select +
Save & Close Check Out  Paste B 7 U asbex x| ®. A. Styles Text  Markup
. b= 7 Undo . = b Layout  Styles~ < HTML.
Edit Clipboard Font Paragraph Styles Layout Markup
itel =
Welcome to your site! S
To specify a link, type a URL or path.
Add a new image, change this welcome text or add new lists {TectCink)
to this page by clicking the edit button above. You can click http://FileWayServer/FileWay [ ]
files or on the calendar to =
se the links in the getting started =] Appearance
tion to share y and customize its look.
Title
Fileway
Shared Documents
Height

[ Type  Name  Modified [ Modified By Should the Web Part have a fixed hei

@ Yes 400] [Pixels -

€ No. Adjust height to fit zone.

vin this view of the "Shared Documents™
new item, dick New" or “Upload

There are no items to sh
document library. To ade

4 Add document
Width
Should the Web Part have a fixed wic

C Yes Pixels -

Getting Started @ No. Adjust width to fit zone.
&P Share this site

Chrome State
I change site theme

€ Minimized

[ set a site icon p—
B customize the Quick Launch

Chrome Type
Default -
[ Layout

[ Advanced

Cancel | | Apply ||
B

]

9. Inthe Title text box, type the title. Type the height and width, and then click Apply. You will see
FileWay in the web part. Adjust Height and Width to meet your requirements. Click OK. FileWay
appears in the Page Viewer web part. The following window appears.

=1olx|
<[] httpjsharepsintserver/Sitzpages Home. sspx — oFllx] o
] Home -Home x I_I

File Edit View Favortes Tools Help

% cut
verdana NET

T =
153 Copy e Select «
Save & Close| Check Out  Paste 7 U e x, | ®. A.A, Styles  Text  Markup
S o s Undo - U T Layout. Siest <3 HTML-
Eait Ciipboarg Font Paragraph Styles _Layout Markup
Libraries =l
Fileway
Site Pages

soooomnens | <2 @ 5, L] | €760 H0/v0| £1Q/ Q) FILEWAY™
Lists @Addrml P9 FileWayUser W)

Calendar =]
Tasks I—J

FileWayTest
Discussions

Team Discussion

& Recycle Bin

[3) ail site Content

Welcome to your site!

Add 5 new image, change this welcome text or add new lists to this
page by dlicking the edit button above. You can dlick on Shared
Documents to 2dd files or on the calendar to create new team events.

g =l

10. Click Save & Close to exit editing page. FileWay appears in the SharePoint window.
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7.3 Integrating FileWay with SharePoint 2013
This section describes the integration of FileWay with SharePoint 2013.

1. Install SharePoint and make sure the portal is fully functional.

Install and configure FileWay.

2
3. Install Authentication Module.
4

Add FileWay to SharePoint 2013 as WebPart.

7.3.1 Installing FileWay

FileWay must be installed on SharePoint Server, but under different website with SharePoint Website.

To install FileWay, refer to Section 5.

7.3.2 Install Authentication Module

When integrating FileWay with SharePoint 2013, ENC Authentication Module must be added to SharePoint to

make Single Sign On work.

1. Copy the ENCAuthModule.dll (default location: Program Files\ENC\FileWay\FileWay
FrontEnd\ENCAuthModule\ENCAuthModule.dll) to SharePoint bin folder (default location:
C:\inetpub\wwwroot\wss\VirtualDirectories\80\bin)

2. Open IIS Manager and click the website, SharePoint - 80.

@G# [@ » TESTSHPT2K13 b Sites b SharePoint-80 b

File View Help

@-id|# |8
& Start Page
-9 TESTSHPT2K13 (MASSIVEAD \administrator)
: 3 Application Pools
E-[@] Sites
% Default Web Site
-4 Fileway
-4 SharePoint - 80
-4 sharePoint Central Administration v4
@ SharePoint Web Services

3. In Features View, double-click Modules.

g SharePoint - 80 Home

Filter: - Go - % Show All | Group by: =
|
= e} ] —_— = ;I
ASP Authentication Authorization CGI Compression
Rules
= b
o b= B 2
Default Directory Error Pages Failed Request  Handler
Document Browsing Tracing Rules Mappings

HTTP Redirect IP Address  ISAPI Filters Logging
Respo... and Dom...
I » & 8
MIME Types Qutput Reguest S5L Settings
Caching Filtering
Management

D Q_j

Configuration IS Manager
Editor Permissions
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4. Onthe Modules page, in the Actions pane, click Add Managed Module. The following window

appears.
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6.
7.

Add Managed Module

Name:

IENCAumentimﬁoanModule

Type:

IENCAumModule EMCAuthModule

r Invoke only for requests to ASP.MET applications or managed

handlers

OK I Cancel

In the Add Managed Module dialog, in the Name text box, type a name for the managed module,
e.g. ENCAuthenticationModule

In the Type box, type exactly the following text: ENCAuthModule.ENCAuthModule

Click OK.

7.3.3 Adding FileWay to SharePoint 2013 as WebPart
This section describes how to add FileWay to SharePoint as a WebPart.

Proceed as follows:

1.

Log on to SharePoint 2013 as Administrator and click PAGE tab. See figure below.

SharePoint Newsfeed SkyDrive Sites [NINIIIE(EIGIEINEE o S

BROWSE PAGE

D Versions
>
.‘ Permissions
Edit Page Edit
- Properties Delete Page
Edit Manage
Libraries
Lists
Recent
Documents
Tasks

Site Contents

B

E-maila Alert Popularity Approve Reject Workflows  Edit Mobile Make Title Bar

Link Me~  Trends

Share & Track Approval

Worldflow

Page~ Homepage Properties

Page Actions

Welcome to the

Document Center

Use this site to create, work on, and store

documents, This site can become a collaborative
repository for authoring documents within a team,

or a knowledge base for documents across

multiple teams.

Newest Documents

Click Edit Page. See figure below.

Modified By Me

€) SHARE 77 FOLLOW [

0:
Tags &
Motes

Tags and Motes

Upload a Document
L

HPSKASNAYSUX-1-1 A
Find by Document ID
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SharePoint

BROWSE PAGE

E Versions

Permissions
Stop Editing Edit
- Properties Delete Page
Edit Manage
Libraries
Lists
Recent
Documents
Tasks

Site Contents

SharePoint

BROWSE PAGE

B Versions

Top Left

Administrator~ £ 2
) SHARE Yy FOLLOW [0,
[N
B €
E-maila Alert Popularity Approve Reject Workflows  Edit Mobile Make Title Bar Tags &
Link Me - Trends Page ~ Homepage Properties Motes
Share & Track Approval Workflow Page Actions Tags and Motes
~
Top Right
Add a Web Part Add a Web Part
Content [1] Content [2]
Upload a Document
Welcome to )
the Document
Center Find by Document ID
Use this site to create, work on,
and store documents, This site | HPSKASNAYSUX-1-1 |ﬂ W
Find hv Narnmeant TN

3. Click Add a Web part. See figure below.

©

Permissions
Stop Editing Edit E-maila Alert Popularity
M Properties Delete Page Link  Me~  Trends
Edit Manage Share & Track
Categories Parts
C3 Content Rollup ~ [Elcontent Editor
3 Document Sets [Hllcet started with your site
3 Filters [EImage viewer
3 Forms [EImedia web Part
[Cd Media and Content [Slpage Viewer
[J Search »
3 search-Driven Content
[ social Collaboration
Upload a Web Part *
Libraries
. Top Left
Lists

ran harama A callabharation

Administrator- £ 2

) SHARE Yy FOLLOW O,

B s <

Workflows  Edit Mobile Make Title Bar Tags &

Approve Reject
Page~ Homepage Properties Motes

Workflow Tags and Motes

About the part

Approval Page Actions

Page Viewer

Displays another Web page on this Web page. The other Web page is
presented in an IFrame.

Add part to: Top Left

Add Cancel

Top Right

4. Under Categories, click Media and Content, Page Viewer, and then click Add. See figure below.
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Administrator~ {3

BROWSE  PAGE | INSERT | WEBPART () SHARE Yy FOLLOW
B Versions N D <_—\
B N d
Permissions [

Stop Editing Edit E-maila Alert Popularity Approve Reject Workflows  Edit h;!obwle Make Title Bar Tags &
- Properties Delete Page Link Me~  Trends Page. Homepage Properties Motes
Edit Manage Share & Track Approval ‘Workflow Page Actions Tags and Notes
Add a Web Part Add a Web Part
Documents
Tasks
|
Site Contents Page Viewer - Content [2]
Minimize
To link to content, open the tool pane and then type a | X, D Upload a Document
Close
| X Delete

Content [1] Yy
1 Edit Web Part

Welcome to thi ..

Find by Document ID

| HPskasNAYSUX-1-1 [#
Document Cen o Find by Document ID

Use this site to create, work on, and store documents. This
site can become a collaborative repository for autharing

documents within a team, or a knowledge base for
documents across multiple teams.

5. Onthe Page Viewer Web Part, click Edit Web Part. The window is updated; see figure below.

4 Page Viewer x

Page Viewsr 2

Select whether you want to display a file,
folder, or Web page in the Page Viewer Web
Part.

(® Web Page

O Folder

OFile

Link

To spedify a link, type a URL or path. (Test
Link)

httpsfmyserverfileway | I:I

El Appearance

Title

| FileWay

Height
Should the Web Part have a foced height?

(®) Yes Pixels |E|

O Mo. Adjust height to fit zone.

Width
Should the Web Part have 3 froed width?

OYes I:I Pizsls IEI

@ Mo. Adjust width to fit zone.

Chrome State
O Minimized
® Mormal

Chrome Type
Defautt [v]

F Layout

[ Advanced

[ B o = |
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6. The FileWay URL, the Title of FileWay Web Part and specify the height of the Web Part. Then, click
OK and click Stop Editing.

7. When FileWay users login to SharePoint, they will have the FileWay Web Part appear.

8 Branding FileWay

There are two images in FileWay that you can replace with your organization’s logo; one is in the login page
and the other one is in the FileWay main browser page.

Replace the following files with your logo:
For Login page background: [FileWay directory]\Images\login.jpg, image size 500 x 300 (WxH).
For the main page: [FileWay directory]\Content\Images\logoicon.png, image size 48 x 48 (WxH).

9 Localizing FileWay

FileWay v5.0 and later comes with support for several languages but not everything has been translated yet.
That will be done in future releases. If you have already localized your previous version of FileWay, then those
translations will still work along with the new items.

This section explains how to localize FileWay for languages other than English US.

1. Browse to Program Files\ENC\FileWay\FileWay FrontEnd\FileWay\languages. There you will see the
Default folder. This folder contains the new translations.

2. The files in the Default folder have the following format CULTURE-XX-description.txt. For example,
en-xx-ui.txt is the default English file for the Ul elements.

3. Select a set of files you want to modify or translate from the Default folder and copy them into the
Custom folder. You can use the “en” files or any other language we support. Do not modify the
default files or delete them.

4. Rename the files you copied by replacing the “XX” in the name to match your country code. For
example, fr-XX-Ul.txt can be named fr-ca-ui.txt or fr-ch-ui.txt.

5. Edit the files to translate or modify. Change only the text between quotation marks following the

o“_n

=" sign.

FileWay will try to find the matching language in the Custom folder first. If it fails then it will look in the
Default folder for a matching culture and if there is no such match it will use the default English files.
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10 Customizing FileWay FrontEnd
There are many ways to customize FileWay FrontEnd to match your company's requirements.

This customization can be done using either FileWay Manager or modifying the FrontEnd web.config file. The
FrontEnd web.config file is usually found in the folder Program Files\ENC\FileWay\FileWay
FrontEnd\FileWay. You can install different FrontEnds and configure each one differently.

If you choose to use the FrontEnd web.config as way of customization you will need to first update the
application setting called UseConfigSettings:

<appSettings>
<add key="UseConfigSettings" value="true"/>

If set to true, FileWay will use the data in the web.config file instead of using the data stored in the database.

All these options are customizable from either the web.config file or FileWay Manager:

<add key="DomainName" value="your domain" />

<add key="UPNLoginEnabled" value="false" />

<add key="BrowserBorderColor" value="#f£0033" />

<add key="MediaFileExtensions" value="mov,wnma,wmv,avi,mpeg,wav,mp3,mid, mpd" />
<add key="ViewAsTextExtensions" value="txt,cs,css,js,xml,xhtml,xht" />

<add key="FileWaySessionTimeout" value="20"/>

<add key="DownloadOnDblClick" value="true" />

<add key="ZoomIntensityForMobileDevice" value="Low" />

<add key="FileWay Upload CSS File" value="default-jquery-ui.css" />

<add key="GlobalViewOptionEnabled" value="true" />

Note: Be aware that some customizations made to FileWay will be lost whenever FileWay is upgraded.
However, if using the database to store (<add key="UseConfigSettings" value="false"/>)the
customization items will be preserved during upgrade. Make note of what changes are made if using the
web.config file to store customization items.

11 Zipping and Unicode

The FileWay Zip and Download function supports Unicode files. However, older archiving tools, including the
built-in compression tools, do not always support Unicode file names inside zip archives. If you find that your
zip and downloaded files do extract successfully but that the names of the file(s) inside the archive file are not
appearing as Unicode text, we recommend that you use the latest version of 7-zip (http://www.7-zip.org) or
WInRAR to successfully restore the file from the zip files created by FileWay.
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12 Using FileWay Drive

FileWay Drive is a WebDAV Class 2 RFC2518-compliant server. For information about the WebDAV protocol,
refer to www.webdav.org.

FileWay Drive allows users to upload and download multiple files and folders on all networked servers without
having to install any components on these servers. It also allows users to edit files online without having to
download them. FileWay "marks" any opened files that are being edited by a user as "locked". This feature
prevents other users from simultaneously opening those same files. When accessing files through the
browser, users will see locked files marked with a special icon. Hovering the mouse over a locked file will
display the name of the user who is using that file. When the file is saved and unlocked, other users can have
access to the most recent version of the file.

Note: FileWay Drive does not support file versioning (Delta V).

12.1 1IS, Authentication & SSL

FileWay Drive is required to run as Basic Authentication and it supports WebDAV over SSL to keep important
documents secure.

If using FileWay Drive on IS it is recommended to remove the WebDAV Publishing role service for the server.
If using IS, if you had previously installed the WebDAV extension module it is recommended to remove it.

Also, make sure that impersonation is set to true in the web.config file or in the IS Manager interface.

12.2 Tested WebDAYV Clients
FileWay Drive supports most WebDAV clients and was tested extensively with the following clients:

e BitKinex (Windows)

e NetDrive (Windows)

e WebDrive (Windows)

e CyberDuck v4.7 (Macintosh)

e WebDAV Nav (iOS and Android)
e My WebDAYV (iOS)

e GoodReader (i0S)

Most Microsoft Windows built-in WebDAV clients seem to have limitations and do not fully work with FileWay
Drive.

Apple’s OS X built-in clients seem to work well with FileWay Drive but are very slow especially with large
numbers of files. CyberDuck v4.7 works very well.

12.3 Connect to FileWay Drive

You can connect to FileWay Drive through the built-in WebDAV clients in Windows, Apple's OSX and Linux. Or,
you can connect FileWay Drive to third party WebDAV clients.

12.3.1 Connect FileWay Drive to the Built-in WebDAV Clients in Windows 7 and Later
1. Open Windows Explorer.

2. Click Map Network Drive.

3. Inthe Map Network Drive dialog, click a letter for the drive.

Everywhere Networks Corporation Proprietary

68


http://www.webdav.org/
http://www.bitkinex.com/
http://www.netdrive.net/
http://www.webdrive.com/

m FileWay Administrator's Guide

4. Type the URL of the FileWay Drive in Folder box as follows: http(s)://DomainName/FWDrive.

-

—_— — e
— -
) % Map Metwork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: [Z: VI

Folder: https://domain-name.com/FWDrive - Browse...

Exarple: \\server\share

[ Reconnect at logon
[] Connect using different credentials

Connect to a Web site that you can use to store your decuments and pictures.

[ Finish ][ Cancel ]

b

5. Click Finish. The Login dialog appears. Type user credentials as DomainName\UserName and
password to login.

12.3.2 Connect to the Built-in WebDAYV Client in Apple's 0SX

1. From the Finder's Go menu, click Connect to Server.

2. Type the FileWay Drive URL as shown in the figure below.

e o0 Connect to Server
Server Address:
lhrtps:j.-'domain—name.comfFWDrive| | [+ ] | C}"

Fawvorite Servers:

|'.r| Remove | Browse | [ Connect ]

3. Click Connect. The Login dialog appears. Type user credentials as DomainName\UserName and
password to login.

12.3.3 Connect to Third Party WebDAV Clients

We will give the example using BitKinex. The configurations of other third party WebDAYV clients could be
slightly different. You can find the instructions that are supplied with the WebDAV clients or in the Help.
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12.3.3.1 Connect FileWay Drive Using BitKinex
1.

Download and install BitKinex.

2. Run BitKinex. Right-click Http/WebDAV -> New -> Http/WebDAV.

Si’ BitKinex 3.2.3

e

Fie Edit DataSowce Reguest View 7

@Connec‘t |D|E_—:Bmwse |g-| }“
=l BitKinex
084 Fip
Hitp/WebDAV
1§ SFtp/SSH
K| My Computer

All Favorites /

Active Reguests (Total: O, Running: 0, Erronsous: 0) Status Errars Start Tims T
||
Active / History , Traffic / 4 | 1 3
|
Ready .:5
h— C_

3. Type name, for example, FWDrive, MyDrive.

Sa BitKinex 3.2.3

Fie Edit Dats Source Request View 7

§ Connect ||_||E_—:Bmuuse ||___}-|:P"

4 SFtp/SSH
& My Computer

All Favorites

Active Reguests (Total: O, Running: 0, Eroneous: ) Status Errars Start Time Tes
|
|
Active / History , Traffic 4 1 3
Ready o
A —— o

4. Right-click the name and click Properties.
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5.

I

98( BitKinex 3.2.3

i — |

File Edit Data Source Reguest

View 7

- Sl BitKinex
Ba Fp
=-H@ Http/WebDAV

@ Connect | 7} ‘ 5 Browse | :} , } \
=]

.8 My Compu

Browse

Close

New

X  Delete

Enter

Del 1l

Properties CtrtF12 J

37 Addto Favorites

Temporary

In Properties dialog, type the domain name. Set SSL if it is used. Then type user credentials. Now

click Site Map.

-
3 FwDrive A ——— u
B@ Data Source g‘ Server
- Layout
Elgl R — Server address:
@ Site Map domain-name
""" t? Cannections The port number can be specified using a colon separator
| =-LY Transfers (&.g. www myserver.com:80 ).
‘. [Jr Overwrite Rules E
i . Security:
@ Mame Conversions Nons
% ASCH Mode Autharization I
[—]@ HTTP Protocol B
User: usemame @domainname
LA Advanced
----- @ WebDAV Extensions Paszsword: LIITTITITT]
----- ... Maore )
|
[ ok [ Cancel |[ Heb ]l
— —

6. Select the Path. Modify it as /FWDrive/ which is the virtual directory name of FileWay Drive. Click
Update. Then click OK.
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58] FwDrive
[y site Map
Path Type
/ Directory (WebDAV)
|
|| |
[—j@ HTTP Protocol
.. Advanced /FWDrive/
----- [@] WebDAV Extensions
[ ., The location specifies: | Directory (WebDAV-compliant) -
[ Add ] [ Update ] [Remove] [RemoveAll]
Automatically update the list (non DAV directories only ).
{
[ ok || cancel || Hep |
= )

7. Right-click the server and click Browse. The Browser appeatrs.

5P BitKinex 3.23 T R — o

File Edit Dats Source Request View 7

& comeet | [ | Elsome | B | X |

Enter
| New >
i X Delete Del |
B‘ Properties Ctri+F12
:’{? Add to Favorites
Temporary
All Favorites /
I Active Reg: (Total: 0, Running: 0, E 0) Status Errors Start Time Ter
Active / History , Traffic / < [ . r
Open the data source browser
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13 Configuring FileWay

As an Administrator, you can specify access Rules for many users at a time based on a variety of criteria.

13.1 Rulesets
Rulesets comprise the following elements:

e Members
e Resources
e Options

Rulesets combine members (i.e. users) resources and options to create access Rules in a way that is logical for
a given Ruleset. For example, a Ruleset called Sales could contain all employees working in the Sales
department and would provide those employees with access to the resources that they need.

13.1.1 Ruleset Resources

Resources contain multiple references to folders and shares from different computers and servers. Resources
can also contain multiple references to computers. Refer to the following figures.

Resources for one
Rule Set

Computers Folders

Folders

| Shared

13.1.2 Ruleset Members

Members can contain references to individual users, groups and organizational units in your Active Directory.
Rulesets can also contain references to other Rulesets. A user can be a member of multiple Rulesets. Refer to

the following figures.
Engineering Test
Rule Set Rule Set

HW John Smith SW HW HWV Test SW Test
Rule Set ohn Smit Rule Set Engineering| | Rule Set Rule Set
Group
Design HW Test Design SW Test
Rule Set Rule Set Rule Set Rule Set

13.1.3 Ruleset Options

Ruleset options allows administrator to specify which actions users may perform on files and folders using
FileWay.
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13.1.4 Planning Access Rules for Multiple Users

As described in the concepts section above, you have several components to work with: groups in your Active
Directory, Rulesets, folders, shares and computers. You should plan how to group these components.

Begin with Rulesets. Rulesets can be named according to functional groups within your organization, for
example, Sales, Marketing, Engineering and Research could be four Rulesets. The name of the Ruleset will
appear to end-users as a virtual machine when they login to FileWay.

Next, decide which members should be part of a given Ruleset (i.e. users and groups). These users and groups
come from your organization’s Active Directory. For example, a Ruleset called Sales would likely contain one
or more existing groups or Organizational Units.

Next, decide which resources must be added to the Sales Ruleset. Resources are a collection of references to
folders, shares and computers.

Once you have planned your Rulesets, members, resources and attributes, start using FileWay Manager.
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14 Using FileWay Manager
FileWay Manager allows you to

e Specify global settings for FileWay
e Manage Ruleset members (users), resources and options

14.1 Starting FileWay Manager

FileWay Manager should have been installed on the same server as the FileWay BackEnd Server. There should
be a FileWay Manager short cut on the desktop. Double-click the short cut to start FileWay Manager.

FileWay

server Settings

.

. UserManagement
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14.2 Specifying Global Settings for FileWay

In previous versions of FileWay, global settings were specified using the web.config file. Since version 3.7,
global settings are specified using the FileWay Configuration Server window. The global settings are stored in

the database.
General I Displayl Mail Setup I AttachLink I License Information I View Engine I Services Schedulerl Logs I Seanch I
—Login Setup
- . I Flease provide domain netbios name only nof 3 FRD name. For example
Domin Name: |EVERYWHERE] DomainNetBios lusername. if Specify using FBA, user will not need fo provide domain name

during login.

Session Timeout: IZ\[I' I minutes.

[~ Login with User Principal Name (UPN)

—Default Settings and Preference

¥ Download on Double Click Instead of View

Lpply Close

FileWay Server Configuration Window — General Tab

Domain Name: Stores the domain name (NetBIOS name) to use during FBA Authentication and UPN Enabled
logins.

Session Timeout: User Session timeout value. (For both concurrent and normal users)

UPN Enabled: If you want to set the FileWay account as UPN login, enable it. But if enabled Domain Name

value should also be provided.
Download on Double Click Instead of View: This setting allows users to download a file by double-clicking the

file name instead of viewing it.
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¥& FileWay Server Configuration
"General Display I Mail Setup I Attach Link I License Information I Wiew Engine I Services Schedulerl Logs I Search I

—Dizplay Settingsz

Normal Font Size: I‘IE Vl

Sort Option: I MName j

Display Option: ILarge lcons j

Thasa satting will not affect usars that 2re aleady in the
dztabase. [t will anly set defzult valves for new users.

—Mobile Devices

Zoom Intensity: | Low j

This set the Zoom intensity when user o doubletap or pinch to
Zoom on FileWay using mobie devices.

Lpply Close

FileWay Server Configuration Window — Display Tab

Normal Font Size: Select the default display font size.

Sort Option: Select the default option to sort file list.

Display Option: Select the desired starting display option.

Zoom Intensity: Specifies the pinch to zoom intensity in mobile devices.
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& FileWay Server Configuration [ x}

" General I Display Mail Setup |ﬁd‘lad’1Link I License Information I View Engine I Services Schedulerl Logs I Search I

General |5MTP | Exx:hangel

—Email Server Settings

—Mail Server

™ Mone ¥ sMTP [~ Exchange

r—Default Email Attachement Size

Maximum Attachment Size: |5

Valves showld be in megabytes{ME]

r—Default bail Server for RuleSets

{7 Set SMTF {7 Set Exchange

Apply Close

FileWay Server Configuration Window — Mail Setup Tab — General

Mail Server: Specify your mail server type. If you select SMTP and Exchange, Rulesets can specify which mail
server to use.

Mail Attachment Size: Set default email attachment size.

Default mail server for Rulesets: Set the default mail server for Rulesets.
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& FileWay Server Configuration
" General I Display Mail Setup |:°d'tac:h|_ink I License Information I iew Engine I Services Sd’1ed|.||er| Logs I Search I

General SMTP |Exx:hange|

—SMTP Settings

Server Address: Isrntp.everywhere.com Fort Mumber: |25

Exampie: mail everywherenstwork. com

[~ Enable 5L

- Reguire Authentication

1 User Account

Administrator Email Account

Sender Name: |ENC FileWay Admin Username: |everwhereadmin|

Sender Email: |admin @gverywhere.com Password: |'“"““

FileWay Server Configuration Window — Mail Setup Tab — SMTP

Server Address [SMTP Settings]: Should contain SMTP mail server address.
Port Number: Port number.
Enable SSL: Check this if SSL is enabled.

Require Authentication: Choose either User Account or Administrator Account if authentication is required.

Administrator Email Account:

SMTP Sender Name: The sender’s name for the temporary login ID email if using SMTP.
Sender Email: The sender’s email address for the temporary login ID email if using SMTP.

Username: The username of sender account.
Password: The password for sender account.
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¥& FileWay Server Configuration
"General I Display Mail Setup |P«ﬂad’1|.ink I License Information I Wiew Engine I Services Schedulerl Logs I Search I

General | SMTP  Exchange |

—Exchange Settings

Exchange Server: I Exchange2013 j Exchange Versinn:lExchangeZﬂ‘IE

Server Address: IeverywheebwaZﬂH

Example: mail. everywherenctwork. cam

[¥ S5l Enabled

[~ FBAEnabled

Administrator Email Azcourt

Username: Iadministmtor

Password: |~*~*~

Apply Close

FileWay Server Configuration Window — Mail Setup Tab — Exchange

Exchange Server: Exchange server version list.

Server Address [Exchange Settings]: Should contain exchange server address.

Exchange Version: editable exchange version. Leave it if you are using default version setting for exchange.
SSL Enabled: check this if your Exchange server is using SSL.

FBA Enabled: check this if your Exchange server is using Form Based Authentication (FBA).

Administrator Email Account:
Username: The login ID for the Exchange account to send the temporary login ID email from.

Password: The password for the Exchange account to send the temporary login ID email from.
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& FileWay Server Configuration
" General I Displayl Mail Setup  AttachLink | License Information I iew Engine I Services Schedulerl Logs I Search I

General | AttachLink Email Templates I Attach Link Drop I AttachLink Share I Temporary Account Email I Legal Motice I

—AttachLink General S ettings

[¥ Enable AttachLink Send —AttachLink Expiration
¥ Enable AttachLink Drop Default Link EXDiF‘ﬂIE' in aays.
¥ Enable AttachLink Share Maximum Link Expiry:IED in days.
¥ Generate Temporary Login ID
Ref # Prefix: IREF_DD Saf pour prefix for gensrated reference
[V Use Email Address for User ID
V¥ Allow Files as Attachment —attachLink Login Page

Page Title: IAttac:hLink Login
Set Default AttachLink Send

Email Files as:  * Link Page Header: IPIease login to access:

 Attachments

—Allowed File Types to Upload
csv . doc.docx.off jpeg jpa.pdf .png.ppt ppbe.rtf 4 4 b s xdsx

Maximum File Size to Upload:

10 (ME)

Files types that you want to upload should be set with comma
seprated values (For example: avimp2.wav etc)

Bpply Close

FileWay Server Configuration Window — AttachLink Tab — General

Enable AttachLink Send: If Enable AttachLink Send is selected, email file attachments will be sent as links
instead of sending the actual files. This works in conjunction with Ruleset Options.

Enable AttachLink Drop: If Enable AttachLink Drop is selected, users can create Drop Folder and send a link to
other users to upload files into the Drop Folder. This works in conjunction with Ruleset Options.

Enable AttachLink Share: If Enable AttachLink Share is selected, users can share files in selected folders with
others for collaboration. This works in conjunction with Ruleset Options.

Generate Temporary Login ID: Generate temporary accounts that are used to access file attachments;
otherwise users can only use FileWay accounts to access files.

Use Email Address for User ID: If Use Email Address for User ID is selected, no Temporary Login ID is generated.
Users can use their email address as login ID.

Allow Files as Attachments: If Allow Files as Attachments in selected, the sender can choose whether to send
the file as a link or regular attachment.

Set Default AttachLink Send: Set default for email file attachments.

Default Link Expiry: The default number of days the link will be valid.

Maximum Link Expiry: The Maximum number of days users can set when they email files as AttachLink.

Ref # Prefix: Set the prefix for a randomly generated reference number for each AttachLink transaction.
AttachLink Login Page Title: Set the title of the AttachLink login page.

AttachLink Login Page Header: Set the header of the AttachLink login page.

Maximum File Size to Upload: The maximum file size that can be uploaded to Drop Folders.

Allowed File Types to Upload: The COMMA delimited strings of file extensions that are allowed to be uploaded
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" General I Displayl Mail Setup  AttachLink | License Information I View Engine I Services Schedulerl Logs I Search I

"General Attachlink Email Templates IP«ﬂachLink Drop I AttachLink Share I Temporary Account Email I Legal Notice I

—Email Body

% Send " Drop " Send and Drop " Share

Flease click on the following link to access the shared file(s):
%% FileLink % 3%
The link will expire on %% Link Expiry %%,

Atemporary login information will be sent to you in a separate email. *You can also login with your FileWay account i you have one and you are
authorized to access this link.

Reference #: %%RefNo%%

—wildcards

Ref # | FiIeLink| Expiry|

Apply | Close |

FileWay Server Configuration Window — AttachLink Tab — AttachLink Email Templates

Email Body [Send]: Create a template for the email body of emails containing the link to attachments. This
message will be appended to the sender’s email body.

Email Body [Drop]: Create a template for the email body of emails containing the link to the Drop Folder. This
message will be appended to the sender’s email body.

Email Body [Both]: Create a template for the email body of emails containing the link to attachments and the

link to the Drop Folder. This message will be appended to the sender’s email body.
Wildcard [Ref #]: Insert Ref #.

Wildcard [File Link]: Insert File Link.
Wildcard [Expiry]: Insert link expiry date.
Reset: Reset email body to default templates.
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" General I Displayl Mail Setup  AttachLink | License Information I View Engine I Services Schedulerl Logs I Search I

" General I AttachLink Email Templates ~AttachLink Drop | AttachLink Share I Temporary Account Email I Legal Motice I

Feceipt Motification Email

Send To: |V Original Sender ¥ Recipients

Original Sender - who creates and owns the Drop Folder
Recipients - who will make the drop

" Use Single Folder Structure on Drop
™ Force Drop in Home Folder

Default Name for Drop Felder: |FileWay Drop Folder

—Receipt Motification Email Template

Email Subject:
IReceipt Conrfirmation: %% Original Subject %%

Message to Append to User's Email:

This email to confirm receipt of the file(s): %% UploadedFileNames %% from %% RecipientsEmail Address %% The file(s) are saved in %% PartialFilePath %%

Reference #: %%RefNo%%

wildcards
Fecipients Original Uploaded Partial Path to Uploaded File
’7 Beti | Email Address Subject | Time | Drop Foler Names feset

Apply | Close |

FileWay Server Configuration Window — AttachLink Tab — AttachLink Drop

Receipt Notification Email: Send an email notification to Original Sender and/or Recipients when documents
are dropped.

Use Single Folder Structure: All dropped files will be saved in a single folder instead of multiple folders
structure.

Force Drop in Home Folder: All dropped files will be saved in user's home folder if one is defined, otherwise,
the drops will be in the folder where the user initiated the action.

Default Name for Drop Folder: The default folder name when users create Drop Folders.

Receipt Notification Email Template [Email Subject]: The subject line for the temporary login ID email.
Receipt Notification Email Template [Message to Append to User's Email]: Create the template of email body.
Wildcard [Ref #]: Insert Ref #.

Wildcard [Recipients Email Address]: Insert email addresses of recipients.

Wildcard [original Subject]: Insert Original Subject of the Original Email with File Links and/or Drop Folder Link.
Wildcard [Upload Time]: Insert the Time when files are dropped.

Wildcard [Partial Path to Drop Folder]: Insert Partial Path of Drop Folder.

Wildcard [Uploaded File names]: Insert Uploaded File Names.

Reset: Reset email body to default template.
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& FileWay Server Configuration [ x}
" General I Displayl Mail Setup  AttachLink | License Information I Wiew Engine I Services Schedulerl Logs I Search I
" General I AttachLink Email Templates I Attachlink Drop  AttachLink Share |Tempomry Account Email I Legal Motice I

Receipt Matifization Email

Send To: ¥ Original Sender ¥ Recipients

Original Sender - who creates and owns Shared Folder
Recipients - who will make the drop

¥ Archive Old Files

Default Mame of Archive Folder: |FileWay Share Archive

—Receipt Motification Email Template

Email Subject:
Shared Folder Receipt Confimnation: % %Original Subject 2%

Message to Append to User's Email:

This email to confim receipt or update of the filefs): %% UploadedFileNames ™% from %% RecipientsEmailAddress %%, The file(s) are saved in %

Wildcards
Recipients QOriginal Uploaded Partial Path to Uploaded File
’7 Ref # | Email Address Subject | Time Drop Foler Names e

Lpply | Close |

FileWay Server Configuration Window — AttachLink Tab — AttachLink Share

Receipt Notification Email: Send an email notification to Original Sender and/or Recipients when shared
documents are replaced or uploaded.

Archive Old Files: Archive the original files when uploading new files with the same names.

Default Name of Archive Folder: The default archive folder name when Archive Old Files is enabled.
Receipt Notification Email Template [Email Subject]: The subject line for the temporary login ID email.

Receipt Notification Email Template [Message to Append to User's Email]: Create the template of email body.
Wildcard [Ref #]: Insert Ref #.

Wildcard [Recipients Email Address]: Insert email addresses of recipients.

Wildcard [original Subject]: Insert Original Subject of the Original Email with File Links and/or Drop Folder Link.
Wildcard [Upload Time]: Insert the Time when files are dropped.

Wildcard [Partial Path to Drop Folder]: Insert Partial Path of Drop Folder.

Wildcard [Uploaded File names]: Insert Uploaded File Names.

Reset: Reset email body to default template.
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& FileWay Server Configuration
"General I Displayl Mail Setup  AttachLink | License Information I View Engine I Services Schedulerl Logs I Search I
"General | AttachLink Email Templates | AttachLink Drop | AttachLink Share ~Temporary Accourt Email | Legal Netice |

—Email Subject

ITempomry Login 1D for: %%Original Subject %%

— Temporary Account Email Message

% SendersMame L% has sent you a link to fileds) or drop folder. Please click the link in the original email and use the following login information:

User ID: %% Loginl D%
Password: %% Password %%

Reference #: %iRefNo%%

—Wwildzards

Ref # Senders
Name

Original
Subject

Excpiry | Login ID

Password | Reset

Apply | Close

FileWay Server Configuration Window — AttachLink Tab — Temporary Account Email

Email Subject: The subject line for the temporary login ID email.

Temporary Email: Create the template of email body

Wildcard [Ref #]: Insert Ref #.

Wildcard [Sender Name]: Insert original Sender Name.

Wildcard [original Subject]: Insert original subject of the original email with File Links.
Wildcard [Expiry]: Insert link expiry date.

Wildcard [Login ID]: Insert temporary Login ID.

Wildcard [Password]: Insert temporary password.

Reset: Reset email body to default template.
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¥& FileWay Server Configuration
"General I Displayl Mail Setup  AttachLink | License Information I Wiew Engine I Services Schedulerl Logs I Search I
"General I AttachLink Email Templates I AttachLink Drop I AttachLink Share I Temporary Account Email  Legal Notice |

V¥ Display Legal Notice In Landing Page
TYPE YOUR LEGAL NOTICE HERE]

Apply Close

FileWay Server Configuration Window — AttachLink Tab — Legal Notice

Display Legal Notice in Landing Page: If the Display Legal Notice on AttachLink Landing Page check box is
selected; the legal notice will be displayed in the AttachLink Landing Page.
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& FileWay Server Configuration [ x}

" General I Displayl Mail Setup I Mtachlink License Information |‘u"|ew Engine I Services Schedulerl Logs I Search I

i License Details

Uszage:

License Type:

License Kind:

Expiration:

License Size:

FileWway Drive:

PERMAMENT

Concurrent Users

Mo Expiry

10

1 user(s) online.

Allowed

Reset User Connection

r—Current License

Reference Name: |EVERTWHERE0CC]

Registration Key: |BAFEC2CHCEZT1CE944BBT36A6EEFODN0000T0BE36539FANS4CYTODDFEEECEBBE04376B62AC DA5EE2

Apply Close

FileWay Server Configuration Window — License Information Tab

Note: This window provides information about your FileWay license. It also provides the number users that
are currently online. The Reset User Connection button is only visible when the license kind is Concurrent
Users. Clicking this button resets all the user sessions...meaning all FileWay user sessions end immediately.
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& FileWay Server Configuration E

" General I Displayl Mail Setup I AttachLink I License Information  View Engine |Senrices Schedulerl Logs I Search I

—Wiew Engine Settings

[V View Engine Enabled EnabledDisable View aption in Filelvay for all users.

—Media Extensions

mov wma,avi,mp3.wmy mpeg.wav mid mp4 Files gx:‘e.r}s.r'm £harf you want fo view should be
sef with comma seprafed values. {For example:
avi.mp3.wav efc)

—Wiew az Text Extensions

bt s js 2aml it xhtml .cs File extansion that you want fo view as Text only
showld be defined here with 3 comma seprafed
values. (For example: txt.doc.js efc)

Apply Close

FileWay Server Configuration Window — View Engine Tab

Media Extension: This all extension will be treated as media files Extension. Make sure if you add new media
extension you should also specify it MIME type in IIS.
View ad Text Extension: This all extension will be treated as text extension for view engine.
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& FileWay Server Configuration

" General I Displayl Mail Setup I AttachLink I License Information I View Engine ~ Services Scheduler | Logs I Search I

r—Front End Service
Start Time: [g2-00 j
Frequency: (& pgly
" Custom Runs weryl day Start Stop
—Back End Service
Start Time:  |02:00 =
Freguency: * Daily
Start Stop
" Custom Runs every I day
Apply Close

FileWay Server Configuration Window — Services Scheduler Tab

This tab allows you to change the start time and the frequency of the Windows Services.

Everywhere Networks Corporation Proprietary

89



m FileWay Administrator's Guide

& FileWay Server Configuration E

" General | Displayl Mail Setup | AttachLink | License Information | View Engine | Services Scheduler Logs |Search I

—Generate Log Files

™ Log Concurrent License sage

™ Log User Activities

& Monthly © Weekly " Manually

—Jzer Activities to Log

—Fileway ————— —Attachlink ————————— —File\wfay Drive
" Login and Logout [~ Download ™ Folder Actions
™ Folder Actions ™ Upload ™ File Actions
I” File Actions I~ View
[~ View File [~ Notification
I~ Email

Apply Close

FileWay Server Configuration Window — Logs Tab

Log Concurrent License Usage: If enabled, Concurrent License Usage Logs will be generated.

Log User Activities: If enabled, User Activities Logs will be generated.

Generate Log Files: Choose how often to export log files into CVS format files. If you choose Manually then log
data are not exported and the administrator can generate reports from the Tools menu in FileWay Manager.
After log data have been exports the old log data will be removed.

User Activities to Log: The different actions to log.
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& FileWay Server Configuration [ x}

" General I Displayl Mail Setup I AttachLink I License Information I View Engine I Services Schedulerl logs  Search |

—Search Settings

[¥ Enable Search
Minimum Length of String to Search \With: |5

Maximum Allowed Results: Izﬂ

Apply Close

FileWay Server Configuration Window — Search Tab

Enable Search: If enabled, users can search files and folders.
Minimum Length of String to Search With: Minimum number of characters in search text.
Maximum Allowed Results: Maximum number of search results can be returned.

14.3 Managing Ruleset Members, Options and Resources

/& FileWay Manager

Eile Edit Tools Help

=318 Rule Sets Name &
EI@, Sales #% Members
- P Members 0 Options
w7 Options &
E Resources
6 Resources @

14.3.1 Creating a Ruleset
To create a Ruleset, proceed as follows:
1. Right—click the Rulesets icon. A pop—up menu appears.

2. Inthe pop—up menu, click Create Ruleset. The Create Ruleset dialog appears.
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& Create Ruleset x|

Enter a unique Ruleset Name.

ISaIes|
" Include User Home Folders

" None £ SMIP & Ecchange

"Mail Server Type

Create Ruleset I

Cancel |

3. Inthe Ruleset Name text box, type a name for the Ruleset, for example, Sales. End—users will select
this virtual machine to access the resources of the Ruleset.

4. Select the Include User Home Folders check box if you want users to be able to access their home

directory.

5. The Mail Server Type options are automatically selected. To modify those options, see section 14.2

6. Click Create Ruleset. The main FileWay Manager window re—appears displaying the new Ruleset in

the right pane.

7. Double—click the new Ruleset to expand it. The three elements of the new Ruleset appear:
Members, Options and Resources. Refer to the figure below.

JR[=TE
File Edit Tools Help
= Fule Sets Name A
EIIE, Sales B Members

.E_E Members . Options
et Options
Resources
6 Resources @
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14.3.2 Adding Members to a Ruleset

Members can be AD Groups, AD Users, AD Organization Units or other Rulesets.

14.3.2.1 Adding Groups to a Ruleset
1. Right—click Members. A pop—up menu appears.

/& FileWay Manager

File Edit Tools Help
EEE Rule Sets Name & | Type

E||3._1, Engineering

L7 Options Edit User List...
Resoun Edit Group List...
E&. Sales Edit Organizational Unit List...

2. From the pop—up menu, click Edit Group List.

The Edit Group List dialog appears. Use this dialog to search for the group(s) you need, for example,
Sales.

If the group of users that you would like to add is contained in an Organizational Unit (OU), then you
can click Edit Organizational Unit List. From here you can search for the OU you need. The steps
are exactly the same as they are for adding a Group.

[ Edit Group List Ol x|

Domain: Groups:
ITEST2K'I 1] j TESTZK10\Students
Starts With:

| Search I Ldd Groups ==

Search Results:

Accourt Operators

Administrators

Allowed RODC Password Replication
Backup Operators

Cert Publishers

Certficate Service DCOM Access
Cryptographic Operators

Delegated Setup

Denied RODC Password Replication (
Discovery Management

Distributed COM Users

DnsAdmins —
DnslpdateProxy

Domain Admins

Domain Computers

Domain Cortrollers

Domain Guests

Domain Users

3. Click the Domain from which you want to add a group.

Note: Before you can select trusted domains, you must first add the trusted domains to the FileWay
domain list. Refer to Section 14.6.1 Adding Trusted Domains.

4. In the Starts With text box of the Edit Group List dialog, type the name of the group you want and
click Search to find the group in Active Directory. If you prefer to browse for the group name, type
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nothing in the Starts With text box and click Search. The result of the search appears below the

Search Results list.

5. Select one or more groups you want, and click Add Groups. You can also double—click a group to
select it. The selected groups appear in the Groups list.

6. Click OK when you have selected all the groups you need.

The main FileWay Manager window reappears displaying the group(s) you just added. The domain

to which the group belongs also appears.

f& Fileway Manager

File Edit Tools Help

o X m

_m Fule Sets

E| E&, Englneenng

----- Y enioes!

----- L Optlons

Resources

El&ﬂ_,, Sales

----- B Members

----- 2 Options
Resources

14.3.2.2 Adding Users to a Ruleset

Name & Type
7 TESTZK1Msowen User
R TEST2K10\Students  Group

The process for adding users is almost identical to adding groups. From the Members pop-up menu, click Edit
User List and the Edit User List dialog appears. From that point, the process is the same as adding groups.

14.3.2.3 Adding Organizational Units to a Ruleset

The process for adding OUs is almost identical to adding groups. From the Members pop-up menu, click Edit
Organizational Units List and the Edit Organizational Units List dialog appears. From that point, the process is

the same as adding groups.

P& FileWay Manager

File Edit Tools Help

i X E]

_m Rule Sets

El E&_,, Engineering

Name & I Type

€ TESTZKI Djdoe User

L TEST2K10\Students  Group
TESTZK10WTestOU1 Organizational Unit
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14.3.3 Adding Resources to a Ruleset
There are two approaches to specifying resources within a Ruleset:

e You may specify a computer, share or a folder within a share to be accessible by all members of

the Ruleset.
e You may specify a custom resource with fields that are replaced when the resource is written to

the FileWay database.

14.3.3.1 Assigning Resources to Members of a Ruleset
Proceed as follows to add resources to your Ruleset:

Note: This procedure assumes that the Members and Resources icons appear in the right and left panes for
the selected Ruleset as shown below. If necessary, expand the Rulesets icon and/or the Ruleset you want to

modify.
/& FileWay Manager

File Edit Tools Help
X
_EE Rule Sets Name &

Etl Engineering [ vFileServeriPersonal Documents\3%groupname\%username

----- dL Optlons

6 Rezources

1. Right-click Resources and then click Add Resources from the pop-menu. The Add Resources dialog

appears.
JRI=TE]
Wieww
kD ,
3 E Marne |
EI--@ FARENTDOMAIN @ CHILD

[+-88 PARENT

2. Expand the various items in the left pane until you locate the folder(s), share(s) or computer(s) that
are applicable to your Ruleset.

3. To select a resource from this dialog, right-click the resource and click Add Resources. The main
FileWay Manager window re-appears displaying the resource you added in the right pane.
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/& FileWay Manager

File Edit Tools Help
t X [E
_EE Rule Sets Mame &

E*_'l Engineering [ vFieServer\Personal Documsnts\3groupname\2usernams
----- .E_E Members

Cptions

- 6 Resources
=4, Sales

----- .E_E Members
..... Options

6 Resources

Note: When you add a computer to a Ruleset’s resources, only the computer’s shares will be
accessible to the members of the Ruleset. Also, the computer will appear to users as a network
drive icon instead of a computer icon. Refer to the figure below.

i) (o =

Bitrnap Folder Engineering EX2003BE

1

Computer appears as a
network drive

At this point, you have created a Ruleset containing users and resources. Repeat the process to create more
Rulesets.

14.3.3.2 Assigning Custom Resources to Members of a Ruleset

FileWay Manager provides assignable fields that you can use when assigning resources to a Ruleset. The fields
are: %groupname% and %username%.

This approach simplifies the creation of custom Rulesets for individual groups or users; without the fields, you
would need to create a separate Ruleset for each user and/or group.

Proceed as follows to add custom resources to your Ruleset:

Note: This procedure assumes that the Members and Resources icons appear in the right and left panes for
the selected Ruleset as shown below. If necessary, expand the Rulesets icon and/or the Ruleset you want to
modify.

1. Right-click Resources and then click Add Custom Resource from the pop-menu. The Add Custom
Resource dialog appears.

2. Browse to the location of the resource you want to add.

3. Once the path to the resource appears in the field at the bottom of the Add Custom Resource
dialog, type a backslash at the end of the path.

4. Click %username% to insert the user name field in the resource path. This will be replaced by the
current user name when the Ruleset information is written to the FileWay database. Click
%groupname% to insert the group name field in the resource path. This will be replaced by the
current group name when the Ruleset information is written to the FileWay database.
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The main FileWay Manager window re-appears displaying the resource you added in the right pane.

=0l

Tou may enter a configurable directory UWNC which may contain the following walues:

= =

EUsEnAMmes: | - replaced with current user name.
2 = |
AgQroupnanmess - replaced with current group name.

example: Whaervermamethomeh R groupnamesh Eusernane s
Browsze. .. |

WWFileServerSales and MarketingS ales |

OF. | Cancel |

5. Many users who have a large environment with many computers and users find it easier to just type
in the UNC path to a resource. This can be done from the Add Custom Resource dialog.

/& FileWay Manager

File Edit Tools Help

Fule Sets Mame &
E‘lﬁn TestRS [:l'\\FiIeServeﬂPersunal Documentz\%groupnametsiicusernamete
Lol Members
. Optiong
Resources

Also if you have a large environment you may know the server where your resource is located but
still need to browse to find a share. You can type the server name and then click Browse and only
the shares on that server will appear.

14.3.4 Managing Ruleset Options

Ruleset options allow administrators to specify which FileWay and FileWay Drive operations are associated
with a Ruleset. Refer to the figure below.

/& FileWay Manager

File Edit Tools Help

E& Rulesets Options Enabled
= IQ. Sales Team [ FileWay Drive On
=i Mebers . Rename files and folders On
i 1;’ Options :; Copy/Move/Delete On
+{() Resources 25 Create folders On
o
) Send email On
i AttachLink Send On
L, AttachLink Drop On
i AttachLink Share On
i AttachLink Set Expiry Date On
{{ AttachLink Download On
i AttachLink View On
i View files content On
; Upload files On 97
iy Download files On
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Enable/disable each option by double-clicking the option; this toggles the value from true to false and vice
versa. Alternatively, right-click Options to display a window with all the options with check boxes as shown in

the figure below.

14.3.5 Modifying Rulesets

WebDAY Access

[V FileWay Drive

r—Files and Folder Access

IV Rename files and folders
[V Copy/Movel/Delete

IV Create folder

[V Send email

[V AttachLink Send
[V AttachLink Download
v AttachLink View

[v AttachLink Drop

[V AttachLink Share
[V AttachLink Set Expiry Date

IV View file content

Download and Upload Access

[V Upload files
|V Download files

OK

Cancel

The right-click menu offers multiple options for renaming, deleting and editing the Rulesets.

You can make the following changes to a Ruleset:

e Renaming a Ruleset
e Deleting a Ruleset

e Changing Ruleset Properties

e Changing Members of a Ruleset

e Deleting a single or multiple users from a Ruleset
e Adding Resources to the Ruleset

e Deleting a single or multiple Resources from a Ruleset

Note: When you make any changes in FileWay Manager, and you want the changes to take effect
immediately, update the FileWay database by selecting the following command from the Tools menu: Write
Configuration to FileWay Database.

98

Everywhere Networks Corporation Proprietary



m FileWay Administrator's Guide

p& FileWay Manager

File Edit Tools Help

B Fule Sets Mame &
E"ﬁl w Members
- Rename Rule Set L

- Opticns
e (O Delete Rule Set
: Resources

L. R Properties...

14.3.5.1 Adding or Deleting Multiple Users to or from a Ruleset

To add and/or delete multiple users from a Ruleset, proceed as follows:

1.

Right-click Members in the left pane.

A pop-up menu appears.

From the pop-up menu, click Edit User List.

The Edit User List dialog appears displaying users that are already members of the Ruleset.
Use this dialog to search for the user(s) you need.

In the Starts With text box of the Edit User List dialog, type the name of the user that you want to
add.

If you prefer to browse for the group name, type nothing in the Starts With text box and click
Search.

The result of the search appears in the Search Results list.

Select one or more users that you want and click Add Users. You can also double-click a user to
select it.

The selected users appear in the Members list.

You can delete multiple users from the Ruleset by selecting them in the Members list and clicking
Remove. A verification dialog will appear asking you to confirm the deletion.

Click OK in the Edit User List dialog when you have selected all the users you need.

The main FileWay Manager window reappears displaying the users(s) you added.

14.3.5.2 Deleting a Single Group from a Ruleset

To delete a group, proceed as follows:

1.

Right-click the group that you want to delete and then click Delete Group.
A verification dialog appears asking you to confirm the deletion.
Click Yes.

The main FileWay Manager window re-appears displaying the remaining members in the right pane.
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14.3.5.3 Adding or Deleting Multiple Groups to or from a Ruleset

The process for adding and/or deleting multiple groups is almost identical to adding and/or deleting multiple
users. From the Members pop-up menu, click Edit Group List and the Edit Group List dialog appears. From
that point, the process is the same as adding and/or deleting multiple users.

14.4 Adding Icons for New File Types

If you notice that a certain file type does not have an icon in FileWay, you can add an icon for that file type in
FileWay Manager. For example Office 2007 and later, use the extension docx for Word documents. You can
associate this type of file with an icon so that it will now have the Word icon rather than a generic icon.

To associate a file type with an icon, proceed as follows:

In FileWay Manager, click Tools in the menu bar and then click File Image Editor. The following dialog
appears. The database already contains a number of icons that are associated with file types.

—iBix]
E xtension | Image File -
al al.qif
asf avi.aif
asp asp.gif
aspi asp.gif
avi avi.aif
bat bat.qif
brmp brnp. qif E stension:
[ c.qgif — I
cab zip.gif doc
cpp cpp.gif
di dll.aif Image File:
doc doc.gif -
docx doc.gif Idoc.glf
dot dot.gif Extension must not contain
dsp dsp.gif a period [.") Image file
&pE al.gif _ mugt nat contain directany
EHE ere.gif Infarrnatiar.
fla fla. aif
frm frrn.aif
i ot gi ] _oeee |
h h.qif
hip hip.git LI Cancel
bt bt rif hd
P in | LI—I Resget |

£

To add a new file type, type the extension in the Extension text box. Then type the image file name, for
example, extension docx and the Word doc icon.

Then copy the new file images to the appropriate folders on the FileWay Frontend, ENC/FileWay/FileWay
FrontEnd/FileWay/Images/filetypes. You will need one image for each file type you add. Images must be 64 x
64 pixels in transparent mode.
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14.5 Saving Data in FileWay Manager
To stop FileWay Manager, click File > Exit.

You will be prompted to update the FileWay Database. If you update the FileWay Manager database, any
changes you made since the last time the database was updated will take effect. This is important if you
changed access privileges in some way, for example, deleting a Ruleset.

If you do not update the FileWay Manager database, any changes you made since the last time the database
was updated will only take effect the next time the FileWay Manager scheduled task is executed.

14.6 Managing FileWay Database with FileWay Manager

14.6.1 Adding Trusted Domains

When creating Rulesets, you can choose users, groups and resources from trusted domains within your
organization; however, before you can access trusted domains from within FileWay, you must add the trusted
domains to the list of domains that FileWay can use.

Proceed as follows:

1. Click Tools > Domain List.

/& FileWay Manager
File Edit | Tools Help

’I{:l > fi FileWay License Information. ..
Show FileWay Database. ..
Write Configuration to FileWay Database

Domain List. ..

File Image Editor...

Manage File Locks. ..

Manage AttachLinks. ..

Reports b
Password Encryptor Tool. ..

The following dialog appears listing all the trusted domains within your organization. The host
domain is the one in which FileWay is installed.
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x
Trusted Domains: Domain List:

TEST2K10C Add Domains =» | TEST2K10 thost domain)
TEST2K10C

Remove |

\with other trusted domain forests
- Enter domain name

Add Domain |

ok | f—

2. Select the trusted domain you want and click Add Domains.

If you need to add domains from the trusted domain forest, type the domain name in the Trusted
Domains column and then click Add Domains.

3. You can also add domain in other trusted domain forests by typing the domain name and clicking
Add Domain.

4. Click OK to finish.
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14.6.2 Viewing Current Contents of the Database

Click Tools > Show FileWay Database to get a quick and complete view of all Rulesets and their members and
resources, as well as individual users and their virtual machines and resources. Refer to the figure below.

Note: You should update the FileWay Manager database before viewing the contents of the database in this
manner. Viewing the database in this way allows you to quickly check whether changes you made in FileWay
Manager were written to the database.

Viewing the database is useful for debugging purposes, for instance, to check if a certain user has access to a
certain resource.

x
Search
’7 Enter username: I Search |
[~ Select Users Rulesets

BROUILLETTE"fb My First RuleSet
EROUILLETTEYoe_sakic
BROUILLETTE'\K_Sa'ad
BROUILLETTE owy27
BROUILLETTE krbtgt
EROUILLETTE scott_gomez
BROUILLETTE"student 1

L

BROUILLETTE student2
BROUILLETTEteacherl

BROUILLETTEteacher2 LI
[~ Faolders
WOC-BROUILLETTE\HOME FOLDERSwnit_tester_1\New Folder 1
WOEV3Z2-MACHINE

WDEV3Z-MACHINEXCOFY TEST FOLDERS
WDEV32-MACHINEIDELETE TEST FOLDERS
WDEV3Z-MACHINEFFILEWAY3

WDEV3Z2-MACHINEVGENERAL SHARED FOLDERS
WDEVIZ2-MACHINE New Folders

WDEV3Z2-MACHINEIROOT FOR NOT SHARED SUB FOLDERS
WDEVIZ-MACHINE Temp

WDEV32-MACHINE Users

Close |

14.6.3 Updating the Database with Latest Changes

When you make any changes in FileWay Manager, and you want the changes to take effect immediately,
update the FileWay database by clicking Tools -> Write Configuration to FileWay Database.

If changes are made to Active Directory that impact FileWay, for example, removal of users or groups, run
Write Configuration to FileWay Database. If you find that the changes were not propagated to FileWay
Manager, Active Directory will need to be closed and re-opened.

14.6.4 Manage File Locks

Some WebDAV clients allow users to lock/unlock files. Some of them also allow users to open, edit and save
documents. Opening a file will lock it; saving it will unlock it. A locked file can only be unlocked by the user
who locked it. Administrators can manage File Locks through FileWay Manager as shown in the figure below.
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/& FileWay Manager
File Edit | Tools Help

ﬁ ¥ 0 FileWay License Information...

Show FileWay Database...

Write Configuration to FileWay Database
Domain List...

File Image Editor...

‘ =% Rul
| =4
|

Manage File Locks...

Manage Attachlinks...

Reports 3
Password Encryptor Toal. ..

™ File Locks Managemeng

Search by
-

=101 x|

| Full Network Path | Locked By | Locked Date
| WTESTE K \Link Test.docx le: = 11:58:49 AM
[ | \\DCTEST2K10't=st FilsWay folder\About Stacks pdf TESTZK10doe 2/2/2015 11:56:06 AM

Unlock Unlock All Done

14.6.5 Manage AttachLinks

Administrators can manage AttachLinks through FileWay Manager as shown in the figure below.

f& FileWay Manager
File Edit | Tools Help

’I{:l > [i FileWay License Information. ..

Show FileWay Database... -

EI@ Aul Write Configuration to FileWay Database -
Elﬁ‘ Domain List. ..

File Image Editor...

Manage File Lodks...

Manage AttachLinks...

Reports 4
Password Encryptor Toal. ..

I |
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-icix
Search by
Refresh | I j I Search | Resend
1D Hashed Code Sender Subject Expired Date
|5 583eafB4-daBe-decT-al 1d-bbbS63e3ad56 | fileway worker AdtachLink Test 4 Monday, February 02, 2015 1:09:00 PM
r [ H1c7e82-260c-4154-897b-Bba¥2c1654b |test user AttachLink Test 5 Maonday, Februany 02, 2015 1:29:00 PM
= 7 17c59105a¢175-4700-2 154-8adebba%eccd | John Doe Please review the file and drop the updated copy Saturday, February 07, 2015 10:47:00 ...
Delete | Delete All |

o |

The Administrator can delete selected AttachLinks by selecting the checkboxes and clicking Delete.

Clicking Delete All will delete all AttachLinks.

If AttachLink Email is not received by recipients, the Administrator can resend the original email with the File
Link and/or the Email with Temporary Login ID. To resend an AttachLink, select an item from the list and click

Resend.

/& AttachLink Resend

Resend:

To:

[¥ Original Email with File Link
¥ Temporary Login ID

=10l x|

|v| sowen@testZk10.com
[ tiohnson@test2k10.com

Select All | Unselect Al |

Cancel |

Send

The Administrator can choose what to send and which recipients to send to.
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14.6.6 Manage Logs

The Administrator can generate reports on Concurrent License Usage or User Activities and export those
reports to CSV format files.

/& FileWay Manager -|C
File Edit | Tools Help

h w [ FileWay License Information...

Show FileWay Database...

= Rl yrite Configuration to FileWay Database
Elg‘ Domain List...

File Image Editor. ..

Manage File Locks. ..

Manage Attachlinks. ..
Password Encryptor Toal. .. User Activities...

See figures below to view the reports.

=l
Start Date: | Wonday , February 02,2015 |
Search
EndDate: | Monday , February 02,2015 =]
Date | Time | Number of Users
2015/02/02 10:28:41 1
2015/02/02 10:39:26 2
e Clear Listed Logs | Clear Al | Done

Concurrent License Usage Report Dialog 106
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i
StertDate: [ wonday . Februay 02,2015 =
End Date: | Monday . February 02,2015 >

Search

Date [ Time | Domain | Lser Name | Action | Fie Name | Folder Name | Path | New Name | New Path | AtachLink Ref
X 3 | TEST2K10 TESTUSER

2015/02/02 |10:08:26 |TEST2K10 | TESTUSER Login Browser

2015/02/02 [10:28:41 |TEST2K10  [JDOE Login Browser

2015/02/02 [10:38:34 |TEST2K10 | JDOE Login Browser

2015/02/02 103926 | TEST2KI0 | SOWEN Login Browser

2015/02/02 [10:3955 | TEST2K10 | SOWEN Create Browser My Docs \\DCTEST2K10\est FileWay folder

2015/02/02 [10:4308 |TEST2K10 | SOWEN Login Browser

2015/02/02 104554 | TEST2KI0 | SOWEN Login Browser

2015/02/02 |10:46:08 | TEST2K10 | SOWEN Upload Browser README ¢ \NTESTEXCH2K10\Shared\

2015/02/02 [104703 |TEST2K10  [JDOE Logn Browser

2015/02/02 |10:47:33 | TEST2K10 JDOE Upload Browser Link Test docx: \\TESTEXCH2K10\Shared".

2015/02/02 [10:49:40 | TEST2K10 | JDOE Emsil Attachlink Send | Link Test docx Shared \NTESTEXCH2K10\Shared\Link Test.... REF_007
2015/02/02 [104940 |TEST2K10  |JDOE Email AtachLink Drop FieWay Drop Folder |\\TESTEXCH2K10\Shared\FilsWay REF_007
2015/02/02 |10:59:28 SOWEN@TEST2K10COM | Login AtachLink

2015/02/02 [10:59:42 |TEST2KI0 | SOWEN@TEST2KIOCOM |View AtachLink Link Test docx \NTESTEXCH2K10\Shared\Link Test.... REF_007
2015/02/02 105947 SOWEN@TEST2KI0.COM | Dowrload AttachLink LinkTest docx \WTESTEXCH2K10\Shared'\Link Test REF_007
2015/02/02 |11:00:35 SOWEN@TEST2K10COM | Upload AtachLink Link Test docx: \\TESTEXCH2K10\Shared"\FileWay REF_007
2015/02/02 | 11:00:36 SOWEN@TEST2KI0.COM | Netfication Email | AttachLink Drap Link Test docx \FileWay Drop Folder\REF_D07\saw. REF_007
2015/02/02 [ 11:00:36 JDOEGTEST2KIOCOM | Notfication Email | AttachLink Drop Link Test docx \FileWay Drop Folder\REF_007\sow REF_007

Export

Clear Listed Logs Clear All

|

User Activities Report Dialog

The Administrator can display logs by date, and then click Export to generate the report in CSV format files.
Reports will be placed in the \Program Files (x86)\ENC\FileWay\FileWay BackEnd\FileWayLog\ folder, and
can be opened with Microsoft Excel.

The Administrator can also clear selected logs by clicking Clear Listed Logs, or all logs by clicking Clear All.

14.6.7 Password Encryptor

FileWay Worker's username and encrypted password are saved in FileWay Registry Keys. If the password is
changed, the registry key must be changed.

/& FileWay Manager
File Edit | Tools Help

i X [

[ Rul

FileWay License Information. ..

Show FileWay Database. ..

Diomain List. ..

File Image Editor...

Manage File Locks. ..
Manage Attachlinks...
Reports

Write Configuration to FileWay Database I

In the FileWay Password Encryptor Tool dialog, type the new password and click Encrypt.

/& FileWay Password Encryptor Tool

]

Password: II‘t"l:.'Password

Encrypted: |namwuV33dXXAYv5Le48l TA==
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Then, update the value of Worker Password in FileWay Registry Key:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ENC\FileWay,

& Registry Editor I ]
File Edit View Favorites Help
Lo ERNETS =] [ Mame | Type | Data
o e |l ENCSariptM | ab]{Default) REG_SZ
P E- Fileway ab| Domaintame REG_5Z MyDiomain
o G- ES—Compuﬁng — f_ﬂFileWayWorker REG_SZ filewayworker
L E-l Maosoft _|ﬂ b ENENE  Rec sz BKRoQryLIhQACSAXfXUBjA==
1] | B 1] | 2
|Cornputer‘.‘-|l(EY_LDCAL_MAmmEEDFFWARE\WowMModE\E\JCFIEWaV 5
and Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ENC\FileWay.
£ Registry Editor -0 x|
File Edit View Favarites Help
B . ENC ;I Mame | Type | Data
- | FileWay ,c_‘:':]{nefault} REG_S7 {value not set)
. Microsoft —1 | ab| pomaintame REG_S7 MyDiamain
L DD_E_C Eﬂ‘JFiIEWayWurker REG_S57 filewayworker
.| [l Polides - WorkerPassword JEIZeloy: 6KRoQryLihQACSAxfXLUbjA==
« | lsl | D
(Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ENC \FileWay .
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